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Editorial

Gerald Trites,
Editor in Chief

In a world of rapidly advancing technologies, the profession has major challenges just keeping
up. We have Al, Machine Learning, Robotic Process Automation, Edge computing, loT and
Blockchain, among others. Probably the most hyped and least understood is blockchain, so we
decided to devote an entire edition to this single technology. We know it is a complex and
wide-ranging technology, and one single edition could not possibly cover all the issues
associated with it.

We have pulled together an edition that does, however, address a wide range of the issues and
some that are not commonly discussed in the literature. There is something here for blockchain
novices and for the experts. A good example of the latter is Eric Cohen’s article on a maturity
model for blockchain, as is David Balaban’s article on security for blockchain systems. Security is
an area where serious misunderstandings still exist, as people often think that security is not an
issue with blockchain. Gundi Jeffrey’s article, for which she interviewed four experts, offers
excellent insight into the subject. And the edition has several other articles and book reviews
that provide comprehensive information and insight.

We trust that this edition will be useful for those who have an interest in blockchain. As always,
the articles contain numerous references, which can be of use for those who wish to pursue the
topic in more depth. As always, our website offers interesting writing on blockchain and all the
other major technologies, along with the opportunity to comment on those issues yourselves.
GDT
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The Challenges of Keeping Your Blockchain Data Safe

By David Balaban

David Balaban is a computer security researcher with over 17 years of
experience in malware analysis and antivirus software evaluation.
David runs MacSecurity.net and Privacy-PC.com projects that present
expert opinions on contemporary information security matters,
including social engineering, malware, penetration testing, threat
intelligence, online privacy, and white hat hacking. David has a strong
malware troubleshooting background, with a recent focus on
?: ‘ Ay ransomware countermeasures.
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Blockchain, the distributed ledger technology at the heart of cryptocurrency platforms and
groundbreaking projects launched by traditional industries, has been the talk of the town since
2008. It debuted? as a transaction register used by the Bitcoin peer-to-peer network and has since
extended its reach far beyond the original application.

Nowadays, the implementation of the blockchain concept is increasingly common in the banking
sector,? energy industry,? transportation and logistics,* identity verification® and more.

The global blockchain boom lives up to the status of a hype train

that cybercriminals can’t possibly miss.

With the ever-expanding list of use cases and huge investments flowing into this ecosystem,®
blockchain security is coming to the fore. Cybercriminals think of popular, well-funded services as
juicy targets, and the global blockchain boom lives up to the status of a hype train these
unscrupulous folks can’t possibly miss.

That said, this research highlights the dominant exploitation vectors making themselves felt at
different levels of blockchain implementation. It additionally covers the challenges, including
security caveats, which are slowing down the adoption of decentralized network technology by
non-cryptocurrency industries.

Network-Level Attacks

1. DDoS

DDoS (distributed denial-of-service) is a mainstream type of cyber-attack in which an adversary
tries to deluge a target network with an abnormal number of data packets to knock it offline. It
can be used to disrupt ecosystems with blockchain at their core.’

1 https://www.forbes.com/sites/bernardmarr/2018/02/16/a-very-brief-history-of-blockchain-technology-everyone
should-read/?sh=74b88b297bc4.

2 https://www.blockchainfund.li/big-names-from-banking-sector-are-testing-blockchain-platform/.

3 https://consensys.net/blockchain-use-cases/energy-and-sustainability/.

4 https://www.bita.studio/.

5 https://www.coindesk.com/brazils-ministry-planning-testing-blockchain-identity-tech.

6 https://www.statista.com/statistics/647231/worldwide-blockchain-technology-market-size/.

7 http://www.revistaespacios.com/a20v41n03/a20v41n03p29.pdf.
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To execute a DDoS attack against a blockchain-based network, malefactors typically follow a well-
trodden procedure. At the initial stage, they scan a target network to spot crudely secured nodes.
Then, these nodes end up in the crosshairs of the attackers.

To its credit, Bitcoin has fairly robust countermeasures against this abuse. To prevent the memory
of nodes from being clogged up, there is a 1 MB limitation for the block size, and scripts larger
than 10,000 bytes are not allowed. To strengthen the defenses further, the network restricts the
number of confirmations any given block can request; the threshold is 20,000.

Clients can additionally pull the plug on dodgy transactions and nodes. For example, the Bitcoin
Satoshi client uses a 100-kilobyte limit to pinpoint suspicious transactions. When processing
transactions, it also verifies that the outputs haven’t been spent.

In March 2018, an assault like this was unleashed?® against Lightning Network, a service that
provides payment channels for instant blockchain transactions. It was attributed to a hacker gang
dubbed BitPico that used automatic tools to establish connections with hundreds of nodes in one

go.

Although the proprietors of Lightning Network didn’t identify any security loopholes when
investigating this incident, the attackers were able to bring down 200 nodes (20% of the whole

network).
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2. Eclipse Attack

The Eclipse attack is another common spin-off of blockchain attacks at the network layer. In a
2015 whitepaper,® security analysts at Boston University and the Hebrew University of Jerusalem
described this foul play in detail.

In the aftermath of this incursion, threat actors may obtain control of a specific node and related
information. In a peer-to-peer network, this scope of privileges paves an evildoer’s way toward
instructing nodes to communicate with dubious counterparts, causing general disruption or
building a foundation for more complex attacks.

8 https://twitter.com/KevinKelbie/status/976161613052108802.

9 https://eprint.iacr.org/2015/263.pdf.
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Let’s go over the logic of this nefarious mechanism. A network is composed of three major mining
nodes: two of them manage 60% of the total mining power (30% each), and one is in charge of the
remaining 40%. Should a threat actor hold sway over the latter, they can split the 40% of the
mining power between two miners in such a way that they cannot merge their blocks.

This interference disrupts the blockchain consensus mechanism?® and allows the attacker to
mishandle a node so that all outgoing connections lead to shady IP addresses.

To achieve this goal, the crook can flood the target node’s peer-to-peer tables with malicious IPs,
reload all users’ connections (which occurs whenever a software update is rolled out) and set up
new rogue connections that point to evil IP addresses.

If a group of miners gets 51% of the votes on a network,
they can game the consensus to inundate the underlying blockchain
with their own data only.

On a side note, this technique can be a launchpad for the “51% attack,” which will be described
further down.

3. Sybil Attack

The term “Sybil attack”!! was coined in 2002 by Brian Zill, a software development engineer at
Microsoft Research. He came up with the initiative to rename an exploitation scenario previously
known as “pseudospoofing,” in line with the theme of a hugely popular book published in 1973. Its
main character, a girl named Sybil, was undergoing treatment for multiple personality disorder.
The Sybil attack and the adverse mental condition overlap, as the former assigns a series of
identifiers to the same blockchain node, which throws a spanner in the works of the entire
network.

Since there are no trusted nodes in P2P networks such as Bitcoin and Ethereum, each request is
submitted to several recipients. At the same time, blockchain users can get multiple identifiers
from different nodes, which enables them to share common resources. These identifiers underlie
redundancy aimed at strengthening data verification workflows.

The flip side of this mechanism is that it may lead to a scenario in which one user controls all
available nodes that are supposed to represent different recipients. If this user’s intentions are
dubious, all transactions will be completed at the level of alias nodes.

The Sybil attack piggybacks on the scarce capability of peer-to-peer networks to tell one
participant from another. A crook may fill a blockchain with nodes under his or her control. This
manipulation, in turn, can set several fraudulent situations in motion:

e The felon may prevent blocks from being submitted and received properly by disconnecting
other participants from the network.

e This is lucrative soil for pulling off 51% attacks and double-spending scams, which will be
described in the “Mining-Level Attacks” section below.

e The criminal can use special tools to view all network transactions.

Specifying heuristic rules is an effective way to stop Sybil attacks in centralized environments. For
instance, limiting the number of accounts enrolled using the same IP address during a certain
period is an incredibly viable countermeasure.

10 https://www.investopedia.com/terms/c/consensus-mechanism-cryptocurrency.asp.

11 https://www.microsoft.com/en-us/research/wp-content/uploads/2002/01/IPTPS2002.pdf.
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Another prevention tactic is to use a trusted certification authority that will scrupulously verify all
users and nodes. If this method kicks in, the system estimates the network bandwidth and several
other parameters to figure out if the amassed data is associated with different devices or the same
device that assumes a series of fake identities.

As far as the Bitcoin blockchain goes, Sybil attacks are thwarted through rigid requirements that
apply to the process of adding new blocks. The Nakamoto Consensus'? clearly states that the
ability to generate blocks must be proportional to the computation power of the Proof-of-Work
(PoW) mechanism.

Mining-Level Attacks

1. The 51% Attack

This is the most-encountered menace manipulating the cryptocurrency mining facet of blockchain.
It occurs when an attacker gains control of more than half of a network’s total hash rate,*3 that is
to say, the mining capacity leveraged to validate
@““”“'“ transactions.

If a group of miners gets 51% of the votes on a
network, they can game the consensus to inundate
the underlying blockchain with their own data only.
It may seem that legitimate miners can simply ignore
an adversary’s blocks and create a parallel fork of
the blockchain to keep doing their thing.

But the fact that the attacker possesses the majority
of computation power allows him or her to create a
separate blockchain that contains invalid double-
spending transactions.

In practice, even if stars align for the crook, the double-spending trick based on the 51% attack
isn’t necessarily as financially lucrative as it may appear. A more effective way to benefit from
controlling at least a half of the network’s processing power is to mine cryptocurrency or rake in
profits by increasing the transaction commission.

Speaking of which, the commission for Bitcoin blockchain transactions is a hugely important factor
that keeps rogue players from trying to manipulate the system. Since Bitcoin emission is limited, a
commission raise makes a difference and encourages miners to play by the rules. The more
transactions and the greater the commission, the more coins miners can earn.

The 51% attack created ripples in the blockchain community for the first time in April 2018, when
bad actors used a coding slip-up to hack Verge (XVG),'* a popular privacy-oriented cryptocurrency
platform.

A month later, Verge was compromised again, with the attack affecting all of its pools and miners
and causing valid transactions to be rejected. This abuse allowed black hats to run off with $1.7
million worth of XVG tokens.*®

12 https://blockonomi.com/nakamoto-consensus/.

13 https://www.investopedia.com/terms/1/51-attack.asp.

14 https://mashable.com/2018/04/05/verge-crypto-hack/.

15 https://www.newsbtc.com/news/verge-loses-1-7-million-hackers-double-vulnerabilities/.
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As if these incidents weren’t disruptive enough, the same network suffered yet another 51%
attack in mid-February 2021.1® Malefactors harnessed their fraudulent privileges to reorganize
more than 560,000 blocks and delete all transactions created in the past 200 days.

2. Double Spending
Double spending is another vector of blockchain abuse in the mining context. As the name
suggests, its logic is about spending the same coins twice.

The PoW algorithm used in the Bitcoin network fends off this form of exploitation because
payments aren’t added to the ledger until they go through three confirmations. Nevertheless, this
system encountered a serious bug!’ in 2013, when Bitcoin Core client version 0.7 started rejecting
new block entries.

Meanwhile, the previously released Bitcoin Core client version 0.8 was working smoothly. The
predicament occurred when a miner running version 0.8 generated a large block that wasn’t
compatible with older versions. The blockchain fork that emerged due to this caused double
spending of Bitcoins worth $10,000.18

3. Selfish Mining

This manipulation technique is currently on the rise. It is a cryptocurrency mining strategy where
participants combine efforts to boost their profits.® One of the main pitfalls is that this exercise
centralizes the system and thereby erodes the fundamental idea of a decentralized network.

With roughly 65% of the world’s total Bitcoin mining power concentrated in China, there is a risk
of selfish mining by Chinese players casting the global blockchain ecosystem to a centralized state.

User-Level Attacks

Since the mining routine consumes a
lot of time, processing capacity, and
electric power, threat actors look for
shortcuts and infect other users’
devices to run miners on them
surreptitiously. The territory of user-
level blockchain compromise is
dominated by botnets. These dodgy
entities are mainly doing the rounds
through spam, adware?® and cracked
versions of popular software.

As a result, numerous computers are parasitized this way and their owners are clueless about this
sneaky activity going on in the background. The Smominru botnet, which is focused on mining
Monero (XMR) coins, plagued more than a million machines from May 2017 to January 2018.%!

16 https://news.bitcoin.com/privacy-coin-verge-third-51-attack-200-days-xvg-transactions-erased/.

17 https://bitcoin.org/en/alert/2013-03-11-chain-fork.

18 https://bitcointalk.org/index.php?topic=152348.

19 https://academy.binance.com/en/articles/selfish-mining-explained.

20 https://bitadvisors.com/education/search-marquis-mac-virus-safari.

21 https://www.proofpoint.com/us/threat-insight/post/smominru-monero-mining-botnet-making-millions-operators.
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The operators of this campaign reportedly earned at least $3.6 million worth of XMR during that
period.

Cryptography-Level Attacks

Although quantum computers aren’t mainstream yet, they are already here.?? Since these devices
are multiple times more powerful than their traditional counterparts, blockchain fans are on their
toes, and for good reason.

The present-day quantum technologies leveraging the likes of Shor’s algorithm?® may break
asymmetric RSA encryption. This, in turn, can have an impact on the security of digital signatures
that are widely used in blockchain environments.

Because the risks are obvious and imminent, architects of cryptocurrency platforms should ramp
up efforts to tackle the cryptography-cracking peril precipitated by quantum computing.

Architects of cryptocurrency platforms should ramp up efforts to tackle
the cryptography-cracking peril precipitated by quantum computing.

The Scourge of Social Engineering

Blockchain is also susceptible to generic attack methods that are used to compromise a wide
range of Internet-facing technologies. The vast majority of these tricks are fairly rudimentary and
don’t seem to measure up to the sophistication of the cryptocurrency ecosystem. But some
operators and users of blockchain services lose vigilance and get on the hook of fraudsters.

Phishing is one of the most prolific online scams. Having debuted in the 1990s, it is on the first
page of cybercriminals’ handbook these days. According to a study by Group-IB,%* phishing is to
blame for at least 56% of losses incurred by initial coin offerings (ICOs) globally in 2017.

The usual attack chain involves an eye-catching email supposedly coming from a trusted
organization that tells the user to verify or update their personal details. If the recipient falls for
this scheme, they run the risk of clicking the embedded link that leads to a credential phishing

page.

Some gangs take this fraud to the next level by creating knock-off sites of popular blockchain
projects. In a clever phishing operation orchestrated in April 2018,%° perpetrators pilfered a
whopping $150 million worth of Ether coins from users of MyEtherWallet service.

Here is how the crooks did it. First, they registered a domain name that resembled the legitimate
“myetherwallet.com.” Next, they mimicked the original site’s design, copied its content and
substituted the wallet address with the wrong one.

To bait users, the con artists launched an online ad campaign promoting the rogue website.
Moreover, they hijacked several DNS servers?® to redirect MyEtherWallet users to the malicious
carbon copy of the service.

22 https://en.wikipedia.org/wiki/Quantum computing.

23 https://www.quantiki.org/wiki/shors-factoring-algorithm.

24 https://www.group-ib.com/media/gib-crypto-summary/.

25 https://twitter.com/myetherwallet/status/988787116015415296.

26 https://www.reddit.com/r/MyEtherWallet/comments/8ek0jj/think i got scammedphishedhacked/.
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It isn’t that difficult to steer clear of phishing hoaxes like that. Here are a few sure-shot ways:
check the domain name for inaccuracies, use a browser bookmark to navigate to the resource or
copy the URL from a separate text file and paste it in a browser.

Yet another type of foul play with the blockchain exploitation flavor involves the phenomenon of
defacement. If crooks succeed in hacking a website used by a blockchain-related service, they can
easily replace the fundraising details with links leading to rogue wallets.

A defacement attack disrupted?’ an ICO for the Israeli cryptocurrency project called CoinDash in
July 2017. It caused losses amounting to 40,000 Ether (more than $7 million) in mere minutes.

Bad authentication hygiene is one of the common catalysts for taking over websites used by
blockchain projects. To prevent credentials from being guessed or brute-forced, site owners
should use strong, random-looking passwords consisting of at least 10 characters and numbers.
With so much at stake, enabling multi-factor authentication is worthwhile, too.

ATIITITES
MITIITITES

Customer Service Provider

: 2

No Man-ln-The-M:c;dle Attack
No single point of failure
No DDoS

The Key Challenges in Today’s Blockchain Security

e The Talent Gap

When it comes to human resources in the blockchain security domain, there is a void that has yet
to be filled. This area is dominated by self-taught enthusiasts who don’t have official certification.
When these talented folks are hired by a company that launches a cryptocurrency project, senior
management isn’t likely to give them access to critical business areas.

There are two ways to address this issue. One of them boils down to changing the traditional
mindset of corporate decision makers in line with the technology evolution. The other is to
provide more options for the certification of blockchain professionals.

There are about a dozen popular training courses?® at this point, but some of them are restricted
to watching several video lectures and going through a few practical exercises and quizzes.

These initiatives are definitely welcome, and they do provide certificates of completion. The
practical worth of these certificates could, however, be blown out of proportion, as large
corporations might not take them seriously.

Another thing to consider is that the available courses are geared toward honing general
blockchain skills rather than educating security experts in this realm.

27 https://www.coindesk.com/7-million-ico-hack-results-coindash-refund-offer.

28 https://digitaldefynd.com/best-blockchain-courses-training-and-certifications-
online/#8 Blockchain Course for Beginners The Basics of Blockchain.
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e Time-Consuming and Resource-Intensive Transactions

As reliable as they are, decentralized networks are eclipsed by their centralized counterparts in
terms of transaction processing speeds. For instance, a garden-variety corporate database system
will outperform the average ledger based on blockchain.?® Private blockchains are several times
slower, let alone public ones.

Transaction speed isn’t too important for some industries such as transportation or insurance.
Things are different in the finance sector that requires instant interoperability between database
components.

The net cost of a blockchain transaction is another factor that hampers the mass adoption of this
technology across the spectrum. The total expenses required to store and process big amounts of
data using blockchain are relatively high because they include electricity bills as well as bandwidth
and storage costs some companies can’t afford to pay.

A corporate executive who gauges all these caveats isn’t very likely to green-light the migration of
enterprise IT infrastructure into the blockchain.

e Scalability

The ubiquitous use of virtualization and cloud services makes it easy to scale traditional digital
networks. In blockchain environments, though, the scope of server resources required for hassle-
free operation largely depends on the type of data being processed.

Furthermore, it’s problematic to foresee the productivity impact of different tasks beforehand.
This uncertainty may complicate project budgeting, which usually deters white-collar workers
from switching to blockchain infrastructure.

(180Systems

CONSULTANTS WITHOUT BIAS

Unbiased ERP Guidance

We will assist you on the journey from establishing a business case, though selection to a
successful ERP implementation. We know the way and will work hard to get you to your

destination on time and on budget as well as help you avoid the pitfalls. A new system is a
journey, not a destination
Michael Burns
416-485-2200
www.180systems.com

29 https://hackernoon.com/blockchain-performance-issues-and-limitations-78qss3co5.
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The Value of a Maturity Model for Blockchain Interoperability
By Eric E. Cohen CPA

A common tool in
consulting and in
change management is
a maturity model. This
tool lays out stages of
accomplishment
against which an
organization can
measure its progress in

Eric E. Cohen, CPA is a prolific
author, engaged in virtually
every effort to standardize
accounting and audit data, a
national expert on a wide
variety of standards efforts
and co-founder of XBRL.

the adoption or
implementation of a program, philosophy or methodology. The stages represent different
degrees of formalization and optimization of processes, from largely ad hoc and informal to
active optimization. | have developed a maturity model for blockchain interoperability, as |
think the market is lacking a broad view of what is possible and how companies might fully
realize their implementation objectives.
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Figure 1: B/DLT Interoperability Maturity Model

Based more on my personal experience with maturity models published by Big 4 Firms’
consulting groups than on knowledge of the formal Capability Maturity Model,* | set out to

1W. Humphrey, “Characterizing the software process: a maturity framework.” IEEE Software 5 (1988), pp 73-79.
https://resources.sei.cmu.edu/library/asset-view.cfm?assetid=11965.
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illustrate what | considered a Blockchain/Distributed Ledger Technology (B/DLT)
Interoperability Maturity Model (see Figure 1).

| have shared this model in a number of places. The primary criticism has been directed at my
headers, rather than at the ideas contained therein. Secondarily, some people have
commented that maturity models are primarily aimed at an individual organization evaluating
its progress toward an idea, where this “maturity model” is aimed more at standard setters,
governments and developer to understand a path toward an ideal state. | would like to see a
broader audience comment and help refine the model.

In this article, | seek to describe this model, after discussing the vision called Industry 4.0, my
observations about blockchain? interoperability expectations, practices and standard setting,
and more on the generic Capability Maturity Model.

Industry 4.0; Accounting 4.0?

Industry 4.0, also known as i4.0 or “the Fourth Industrial Revolution,” is a concept formally
introduced a decade ago? in Germany, but then popularized as the theme for the World
Economic Forum Annual Meeting in Davos in 2016.% The general idea is that the next evolution
of manufacturing and industrial practices would be led by machines that manage themselves,
coordinate themselves and talk amongst themselves. Driven by the Industrial Internet of Things
(lloT), virtually every task is automated and everything is connected.

Industry 4.0 technology provides operators with comprehensive
information to make decisions.

Of course, the idea of “lights out manufacturing” and smart factories is not new. Back in the
days (80s/90s) when | was routinely installing manufacturing systems such as Macola and
MISys,> and ERP was tied to manufacturing modules such as Materials Requirements Planning
(MRP), Capacity Requirements Planning (CRP) and Master Scheduling (MS), as opposed to being
applied to QuickBooks — before blockchain, before most people had heard of HTML and the
World Wide Web, we learned stories of companies who achieved fantastic efficiencies and
integration through more proprietary means.

The story that sticks in my mind is that of John Deere (now Deere & Company), which was and
is known for its technological innovation. When you hear the name John Deere, you may think
of the company’s distinctive green and yellow tractors and construction equipment. John Deere

2 Throughout this article, | will be using the term blockchain, which is more familiar to most readers, rather than
the less familiar or common B/DLT or the more ungainly blockchain and distributed ledger technologies. The end
goal is the same, and the controversies of the relationship between blockchain and distributed ledger technologies
is hotly debated and not relevant to the discussion.

3 https://web.archive.org/web/20130304101009/http://www.vdi-nachrichten.com/artikel/Industrie-4-0-Mit-dem-
Internet-der-Dinge-auf-dem-Weg-zur-4-industriellen-Revolution/52570/1.

4 https://www.forbes.com/sites/bernardmarr/2016/04/05/why-everyone-must-get-ready-for-4th-industrial-
revolution/?sh=5bc1e48a3f90.

5 http://archives.cpajournal.com/old/12650285.htm.



is big on smart factories today.® A group of fellow manufacturing systems consultants and |
gathered at a manufacturing systems conference in Rochester, New York, circa 1990, to hear
about the latest in Just in Time, Kanban, the Theory of Constraints, Quality and the other
buzzwords of the time. We sat amazed as we heard that the entire John Deere ecosystem was
so interconnected that the following was possible:

e A customer goes into a local John Deere dealer for a replacement part, triggering a cascade
of events:
o The system checks the local dealer for availability.
o If not available, it broadens the search to nearby dealers.
o If still not available, it places an order on the factory floor.
o The order on the factory floor is queued with other orders to optimize cutting the
parts from the sheet metal and speed its manufacturing and delivery.

While my copies of the handouts are long gone, some information about the John Deere “wide
area network” of 1990 is still available at the web site of one of the developers involved.” |,
however, have maintained the John Deere story as a foundation to the work | have been doing
for years, undergirding the global, public, transparent, cryptographically supported,
standardized audit trail | have been speaking about and working toward since XBRL was a
glimmer in the eyes of the profession.

Let technology do what technology does best,
including taking care of itself.

Of the Big 4, Deloitte, PwC and KPMG seem to have the most varied materials about Industry
4.0. There have been articles in the Journal of Accountancy,® content on the CPA Canada
website,’ as well as other broad coverage.

There are four design principles identified as integral to Industry 4.0%°:

e Interconnection — the ability of machines, devices, sensors and people to connect and
communicate with each other via the Internet of things or the internet of people (loP).

e Information transparency — the transparency afforded by Industry 4.0 technology provides
operators with comprehensive information to make decisions. Inter-connectivity allows
operators to collect immense amounts of data and information from all points in the
manufacturing process and identify key areas that can benefit from improvement to
increase functionality.

e Technical assistance — the technological facility of systems to assist humans in decision
making and problem solving, and the ability to help humans with difficult or unsafe tasks.

6 https://one.deere.com/Pages/factories_building_future.aspx.

7 https://dougfoster.me/work-project/john-deere-wi.de-area-integrated-network-win/.

8 https://www.journalofaccountancy.com/newsletters/2017/sep/industry-4-0-change-accounting.html.

9 https://www.cpacanada.ca/en/news/innovation/2020-08-06-digital-transformation-tips.

10 M. Hermann, T. Pentek and B. Otto, "Design Principles for Industrie 4.0 Scenarios” (Koloa, HI, US: 2016 49th
Hawaii International Conference on System Sciences, 2016), pp. 3928-3937, doi: 10.1109/HICSS.2016.488.



e Decentralized decisions — the ability of cyber physical systems to make decisions on their
own and to perform their tasks as autonomously as possible. Only in the case of exceptions,
interference or conflicting goals are tasks delegated to a higher level.

What is the relevance of Industry 4.0 to the discussion? It’s all about interoperability, it’s all
about systems working together and, in 2021, it’s about blockchain — consortium blockchains
that bring together multiple enterprises in an alliance to act as one. Without blockchain
interoperability, there are no manageable, scalable, agile connections and integration. That is
the Maturity state of my model:

* Automation first.
* Self-configuring based on standardized rules, processes and profiles.
* Self-healing.

* Leads people thought their remaining necessary tasks.

Although | did not take the Industry 4.0 principles directly into account when | developed these
four items, the ways they line up are no coincidence; let technology do what technology does
best (including taking care of itself), leave the value added for people and have the tech help
the people as much as possible.

More on this later. Meanwhile, the question sometimes asked is, “If industry is pushing toward
Industry 4.0, what about Accounting/Audit 4.0?” With that group, | share a paragraph from an
article on accounting’s systems lagging behind manufacturing systems, slightly edited:

The lot of the [accountant] of today is by no means a happy one, for in a plant where
progressive manufacturing methods are employed, [the accountant] is engaged in one long,



hopeless struggle to meet demands for information through the medium of [systems], which are
no more adapted to modern conditions than a system of horse cars would be to meet the
transportation needs of New York City.

| seldom hear disagreement with this statement, although it was actually written in 1921 rather
than 2021. It’s written by G. Chester Harrison, one of the first thought leaders of cost
accounting, and was published in Management Accounting (the predecessor publication of the
Institute of Management Accounting’s Strategic Finance), Volume Il, No. 15, June 1921. (The
IMA’s root trace back to 1919, founded in Buffalo, NY, US.) Generally, what | hear from those
frustrated with the lack of technology leadership by the typical firm is, “Our clients are using the
latest in information technology; why are the auditors asking for paper?”

It is generally accepted that blockchain interoperability
is a big problem.

Blockchain Interoperability Expectations, Practices and Standard Setting

With this vision as a possible future, let’s look at what people think about blockchain, and
what’s happening to make blockchain “part of this good breakfast” —an integral part of the
automation and connection.

| appreciate the Big 4 firms doing their surveys of blockchain adoption and implementation.
Deloitte’s 2019 Global Blockchain Survey! asked a number of great questions, two being
particularly relevant:

1. On what blockchain model is your organization or project focusing its activities? (Figure A-15)
2. What are the barriers to greater adoption? (Figure A-10)

Related to the first question, “Integration of multiple chains” was the fourth most popular
answer, with 43% of the respondents saying that integration was important (multiple answers
were permitted.)

Related to the second question, however, no one raised interoperability and integration issues
as a potential barrier, and 8% of the respondents noted they saw no barrier to blockchain
adoption.

Nevertheless, it is generally accepted that blockchain interoperability is a big problem. An
excellent paper on the topic, “A Survey on Blockchain Interoperability: Past, Present, and Future
Trends,”*? provides an informative overview on interoperability issues, as well as
commercial/proprietary and standards-based efforts to bridge them. Deloitte and the World
Economic Forum published a paper on blockchain interoperability and platform

11 https://www2.deloitte.com/content/dam/Deloitte/se/Documents/risk/DI_2019-global-blockchain-survey.pdf;
later versions are available, but this one had the relevant questions.

12 Rafael Belchior, André Vasconcelos, Sérgio Guerreiro and Miguel Correia. A Survey on Blockchain
Interoperability: Past, Present, and Future Trends (New York: Association for Computing Machinery, 2020).



https://www2.deloitte.com/content/dam/Deloitte/se/Documents/risk/DI_2019-global-blockchain-survey.pdf

considerations®? in recognition of this issue. The market participants obviously recognize that
interoperability is important, but doesn’t fully recognize that there are significant roadblocks to
that desired interoperability.

At that point, without interoperability, we are creating a new landscape of islands of
automation. Why this is the case, | don’t know. We have been down this road before. There
have been formal efforts to make systems interoperable, including:

* CORBA (From Object Management Group: https://www.corba.org/)

CORBAZ® is the acronym for Common Object Request Broker Architecture,™ OMG®'s open,
vendor-independent architecture and infrastructure that computer applications use to work
together over networks.

* XML Web Services and SOA (From W3C:
https://www.w3.org/Designlssues/WebServices.html)

Briefly stated, (XML) Web Services is a series of specifications for “program Integration across
Application and Organization boundaries.”

There have also been overpromises before, at least in my opinion. In fact, my focus on standard
setting was triggered by a large advertisement about a new product that would solve
application interoperability issues. Again, looking back to 1990, the ad in the Wall Street Journal
had a huge text block stating:

In a perfect world [sic] applications from different companies would work together like they
came from the same company.

13 https://www?2.deloitte.com/us/en/pages/about-deloitte/articles/inclusive-deployment-of-blockchain-for-
supply-chains.html; this web page also references Deloitte’s work with the WEF’s Center for the Fourth Industrial
Revolution. The paper is very good, but the Maturity Model expands beyond the vision in the paper.

19


https://www.corba.org/
https://www.w3.org/DesignIssues/WebServices.html
https://www2.deloitte.com/us/en/pages/about-deloitte/articles/inclusive-deployment-of-blockchain-for-supply-chains.html
https://www2.deloitte.com/us/en/pages/about-deloitte/articles/inclusive-deployment-of-blockchain-for-supply-chains.html

It then went on to a headline that said:
NAS. The perfect solution for an imperfect world.

That really got me upset, as | spent most of my time helping companies who couldn’t make
their software work, and especially those who were stuck with an older version of accounting
software they couldn’t upgrade. “NAS” (Digital’s Network Application Support) was a promise
that had no relevance to people who needed it the most. | was not the only one to question the
claims; as noted in the New York Times'#:

That isn't going to work," he added. "They are saying that NAS is a meat grinder; you feed in
proprietary and out comes open systems. It's just not that simple.

Blockchain is now being overpromised as well. Even companies adopting a specific blockchain
platform, such as Hyperledger, are finding it a challenge when they use different services to
host the Hyperledger, leading to proprietary solutions to hook together Hyperledger on
Microsoft’s Azure platform to Hyperledger on Amazon’s AWS platform.

Replacing existing, working pipelines with blockchain solutions that cannot communicate with
each other doesn’t make sense. It also raises new issues of trust, privacy, permissions, borders;
| have written on the use of the COSO 2013 Internal Control — Integrated Framework®> to help in
these issues.

In response, various standards groups, including ISO/TC 307,%¢ IEEEY and ITU-T,*® have started
working individually and in liaison with each other to develop guidance and standards to help.
The ISO is leveraging similar works related to interoperability and cloud computing (ISO
19941:2017) and Internet of Things (1ISO 21823:2019), and working on similar models to
consider five specific facets!® important to the issue:

* Syntactic

* Semantic Data

* Governance and Policy
* Behavioral, and

* Transport

Based on the work of the prior XML Web Services, | have also continued to encourage the
discussion on Discovery (the second “D” in Web Services’ UDDI: Universal Description,
Discovery and Integration). Without Discovery, the latter two stages in the maturity model are
compromised, as | will discuss.

14 https://www.nytimes.com/1991/06/04/business/company-news-digital-has-new-open-software.html.

15 https://www.coso.org/Documents/Blockchain-and-Internal-Control-The-COSO-Perspective-Guidance.pdf.
16 https://www.iso.org/committee/6266604.html.

17 https://ieeexplore.ieee.org/document/9277054, https://standards.ieee.org/project/3205.html.

18 https://www.itu.int/en/ITU-T/extcoop/dcgi/Pages/default.aspx.

19 Source: NIST tweet: https://twitter.com/usnistgov/status/776122926353362944.
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Capability Maturity Model and Adaptations

Before launching into my Blockchain Interoperability Maturity Model, it may be helpful to
discuss maturity models in general. These are generally a set of structured levels that describe
how well the behaviors, practices and processes of an organization can reliably and sustainably
produce the required outcomes.?°

Different groups may have different names for the stages or the number of stages. One such set
of five?! is initial, repeatable, defined, managed and optimizing. | chose five more like a
biological maturing — from chaos to starting, developing, early maturity and maturity.

As such, a maturity model has many uses:

e A maturity model can be used to assess an organization against others and an idea.

e A maturity model is a vision to guide the present and provide something to shoot for.
e A maturity model offers guidance on gaining control of an out-of-control environment.
e A maturity model is a useful guide when prioritizing investments and actions.

Each of the maturity levels lays out an evolutionary plateau toward achieving your goals.

A maturity model is a vision to guide the present and provide
something to shoot for.

The Blockchain Interoperability Maturity Model

So, as we have seen, the Deloitte 2019 survey on blockchain adoption included integration of
systems as a goal but didn’t reflect the recognition that interoperability is a big problem.
Deloitte’s WEF interoperability document was very incisive but reflected near-term, practical
needs and not the holistic issues of the future, which may be seen in the Industry 4.0 vision.

So, Let’s Get to the Model

Chaos — Focus on the “stand-alone” solution
Level 1: Chaos
Typified by:
* Hardwired connections
* Proprietary linkages
*  Will not scale
* Easily obsoleted and broken
Figure 2: Level 1 — Chaos

| have called the first maturity level (or lack of maturity level?) “Chaos.” As noted in Figure 2, it
reflects the fact that different blockchain platforms were not designed to work together, and
most efforts to make something on Chain 1 work with something on Chain 2, or a non-

20 https://www.apsc.gov.au/capability-maturity-models.
21 https://www.researchgate.net/publication/258968273 Capability Maturity Model for Software Version 11.
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blockchain system, requires bespoke mappings and proprietary tools. A small change in either
system will break — or even worse, not break but send wrong information between — any
connections. Such a solution is not scalable, nor agile. The money being made by teams
developing stand-alone solutions through initial coin offerings is, however, a disincentive to
collaborate and come together.

Starting — Hooking things together
Level 2: Starting

Typified by:
* Still largely reactive
e Reusable solutions, such as APIs
* Proprietary answers
» Start of standards adoption and creation
* Collaboration
Figure 3: Level 2: Starting

| have called the second maturity level (with some beginning maturity) “Starting” (as in starting
to mature). As noted in Figure 3, this phase is still focused on reacting rather than acting, and
proprietary solutions (which are emerging) may help. But rather than everything being
hardwired, we are starting to leverage “layers of abstraction,” such as application programming
interfaces (APIs), an approach being promulgated by some major supply chains.

Developing — the “False Set”

Level 3: Developing
Typified by:
* Broad corporate and government adoption
* Development of best practices
* Greater harmonization through standardization
*  More scalable
* Better integration with legacy systems
* Cross-system smart contracts
* Identity and cross-chain authentication
Figure 4: Level 3: Developing

| have called the third maturity level, “Developing.” In my opinion, this is the target most efforts
are focused on. | liken it to the “false set” of lockpicking.

I have few skills in lockpicking (although for no good reason | did purchase “the pick that
BosnianBill and | made”), but | do enjoy watching the Youtube channel of the
“LockPickingLawyer.” While | have not watched all 1,250 or so videos of his, | have watched
guite a few, and he often mentions a false set: a situation where the lock was designed to move
a little during picking so the picker thinks they have made more progress than they actually
have.
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That is not to say that progress hasn’t been made — in lockpicking or in blockchain
interoperability. The Deloitte/WEF interoperability paper does a really good job of laying out
what’s needed here: true standards, adoption, collaboration, identity mechanisms for people,
organizations, things and processes and trustworthy programming that spans blockchain
platforms and blockchains

Early Maturity — Facilitating human integration

Level 4: Early Maturity
Typified by:
* Proactive and agile
* People first
* Standard profiles, interfaces
* Easily discoverable resources using common vocabularies
* Security and privacy first
* Law and policy compliance simplified
* Broad understanding of trustworthiness of blockchains
Figure 5: Level 4: Early Maturity

The fourth maturity level is “Early Maturity.” While the Developing stage is vital to the process,
Early Maturity is where real change actually begins. This is where things go from reactive to
proactive. This is where the tools needed to plan, design and integrate are easy to find, easy to
use and easy to understand. Two developments | have been promoting become very important:

1. Profiles are collections of human-readable and machine-consumable standardized
information about blockchains: what they do, how they are accessed, the information inside,
the costs, security and anything else to facilitate the evaluation of a blockchain and how to
hook into it.

2. Other discovery tools simplify finding the profiles (such as a blockchain search engine that
organizes and exposes the profiles).

With all of these resources, management and their developers will be able to take an active role
in blockchain development, planning, evaluating, assessing and architecting both initial,
remediating and ongoing development.

Maturity — Enabling automated integration and continuation
Level 5: Maturity
Typified by:
* Automation first
* Self-configuring based on standardized rules, processes and profiles
* Self-healing
* Leads people thought their remaining necessary tasks
Figure 6: Level 5: Maturity
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The final maturity level is our Industry 4.0 analog: interconnected, transparent, automated,
decentralized — but providing the technical assistance for people in decision making and
problem solving.

It takes an automation-first approach to planning, implementation and ongoing evaluation and
maintenance. It is “self-healing”: when systems go offline or vary from expected parameters, it
can automatically regroup. And, where people are necessary, it can help them

Interoperability Barriers and Challenges

As a proxy and contributor to Industry 4.0, there are obviously barriers and challenges.
Standards take time to develop. Collaboration is difficult; collaboration between collaborations
even more so due to conflicting interests. Major players often say they believe in standards, but
have their own view. | have heard more than once, “We believe in standards, as long as they
are specific to our needs” (or as long as you adopt OUR standards).

Your Feedback, Please This document is the first attempt to create a written/formal
commentary for the draft of the Blockchain Interoperability Maturity Model that the author has
developed. The model itself will be changing; the commentary will be evolving with feedback.
Your feedback would be appreciated.
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In Their Own Words....

Making Sense of Blockchain
By Gundi Jeffrey, Managing Editor

IBM, on its
webpage, defines
“blockchain” as “a
shared, immutable
ledger that
facilitates the
process of recording
transactions and
tracking assets in a
business network.
An asset can be tangible (a house, car, cash, land) or intangible (intellectual property, patents,
copyrights, branding). Virtually anything of value can be tracked and traded on a blockchain
network, reducing risk and cutting costs for all involved.”

Gundi Jeffrey is an award-
winning business journalist
specializing in writing about the
d accounting profession for various
i publications in Canada, the US
and the UK.

“Business runs on information,” the post adds, “the faster it’s received and the more accurate it
is, the better. Blockchain is ideal for delivering that information because it provides immediate,
shared and completely transparent information stored on an immutable ledger that can be
accessed only by permissioned network members. A blockchain network can track orders,
payments, accounts, production and much more. And because members share a single view of
the truth, you can see all details of a transaction end-to-end, giving you greater confidence, as
well as new efficiencies and opportunities.”

It’s critical that companies implement a robust audit framework
that builds trust in the emerging technology...McGarry

ThinkTWENTY20 decided to dig a little deeper and to consider what opportunities the evolving
technology based on blockchain can offer to financial professionals, as well as what the risks of
using it might be. To that end, we consulted four experts on the use of blockchain: Janine Mair,
CPA, CA, Deloitte Canada’s National Blockchain Assurance Leader; Jodi Usama, head of IT at
Copenhagen-based ARYZE; Robin Gonzalez Kristensen, who is in marketing communications at
ARYZE; and Katie McGarry, CPA, Audit Partner, Financial Services, KPMG in Canada.

ThinkTWENTY20: How would you describe “blockchain” for a non-technical financial
professional?

McGarry: Traditional financial systems operate with a centralized database, usually with a

single point of authority. Blockchain technology, on the other hand, allows for a distributed
database that holds a growing number of records. Instead of existing in one place, the ledger is
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continually updated and synchronized across multiple computers in a network. So, any
participant in the network with the proper authorization can view the entire ledger — without
relying on an intermediary or any one authority.

As such, the blocks form a permanent, chronological and immutable chain of transactions. Any
changes would require approval of other participants and posted as subsequent entries in the
time sequence of the blocks on the chain. It is as if a notary is present at every transaction, and
the blockchain leaves a public audit trail of all activities, accessible to those with the proper
permissions. As a result, all authorized parties in the network have access to a single, shared
source of truth, which may foster trust across multiple sites or geographies.

Moir: Blockchain is also a way to exchange value. Think
about the internet. The technology that powers the
internet allows us to exchange and access

information. Blockchain is the same sort of idea, but for
exchanging value. Examples would be things like
Bitcoin. Bitcoin is built to run on blockchain technology
and Bitcoin is a way for people to exchange value.

Usama: Blockchain is an immutable digital ledger that can
" be used not only for financial transactions but virtually
everything that we do. Crucial characteristics of blockchain
technology would be:

Janine Moir

e Near-real time.

e Peer-to-peer (you don’t need a trusted third party or middleman).

e Decentralized and Distributed (proof of the transaction is in more than one place).
e |Immutable (once the file is created it cannot be edited).

e Increasing trust and reducing risk in fraud for transactions that use blockchain.

: Blockchain was developed as a response to some of the flaws present
j in the current traditional banking system. One of them is that it can

: take up to five days (working hours) to settle transactions between
parties, which is particularly the case with cross-border transactions.
Blockchain can solve this problem by processing transactions more
efficiently, by allowing transactions to take place within minutes
instead of days.

Jodi Usama

Security is also a big part of the response blockchain offers to solve by validating transactions
within the network (system). There are two main methods for a blockchain to validate
transactions: using “Blockchain Validation” — by verifying transactions are legal and not
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malicious; the other by using “Blockchain Consensus” — involving parties by agreeing on the
order of validated transactions.

Blockchain is a transformative technology which will fundamentally
change how governments, business and individuals interact
with each other. . .Usama

Kristensen: Visualize the following scenario, think about how the internet works and imagine
yourself as a node with file transactions on your computer (ledger). You are working with some
accountants, let’s call them miners, who have the same file on their computers (like when using
Googledocs) so, now, it’s distributed and near-real time.

You send a “Reply all” e-mail to these accountants to see if you
have enough money to make a big purchase. They rush to review
your file, as they want to get paid their salaries (say, in Bitcoin).
The first accountant to review your request, validates it along
with his reasoning (which would be the proof of work), then
sends this to the other accountants. If the other accountants
agree with his reasoning, you have reached consensus in the
network and a new block can be added on the blockchain and
you can make that big purchase.

Robin Kristensen

ThinkTWENTY20: So is blockchain primarily about digital assets/cryptocurrencies, such as
Bitcoin?

Moir: This really depends on your point of view. | think of it in two ways: digital assets and
enterprise usage. Digital assets are things like cryptocurrencies, non-fungible tokens (NFTs),
crypto kitties, etc. They may or may not have a physical world equivalent. Enterprise blockchain
is often focused on things like reducing waste in transfer of information or allowing information
to be discoverable more quickly by linking together all of the data points that result in the end
transaction. A quick example is Walmart. It used to take them seven days to find the cause of a
food recall. Now it takes them under three seconds with the use of blockchain to track
provenance.

Blockchain is different because nobody is in charge;
it’s run by the people who use it... Kristensen

McGarry: Currently, a primary use of blockchain is for cryptocurrencies. Although there is a lot

of research into other uses for blockchain technology, here in Canada, companies have been
proceeding cautiously.
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One of the faster moving industries expected to adopt additional uses is financial services.
Blockchain offers enhanced data integrity to reduce loss in financial services. With immutable
records that are visible to everyone involved, blockchain may improve data accuracy and
security, help reduce the risk of fraud, and show compliance through an audit trail. Blockchain
also offers the potential to create a single source of information around customer identity,
reducing costs and risk related to Know-Your Customer regulations. For example, one
distributed ledger could lead to back-office settlement efficiencies. Other uses of blockchain
include video games, supply chain, healthcare.

Usama: Bitcoin and blockchain aren't the same thing. Bitcoin is a decentralized digital currency
utilizing blockchain to perform anonymous peer-to-peer transactions without the interference
of third parties. This makes Bitcoin an anonymous example of a crypto currency, as there is no
link between your identity and your bitcoin wallet. Blockchain is a technology that records
information with a transparent mechanism, and has a variety of extensive uses, each with their
own underlying technology to solve specific solution(s).

Some examples on current problems being solved with blockchain
include: secure sharing of medical data; cross-border payments;
music royalties tracking; anti-money laundering tracking systems;
supply chain and logistics monitoring and secure fraud-free voting
mechanisms.

Kristensen: Blockchain does not limit itself to cryptocurrencies such
as Bitcoin; although it serves as the technology on which Bitcoin and
other cryptocurrencies are based, it can be used for many things. It
can be applied to any multi-step transaction where traceability and
visibility is required, or to any transaction where trust is an issue
between two parties. Katie McGarry

ThinkTWENTY20: Why is blockchain useful for crypto currencies? In other words, why is a
decentralized currency more useful than a traditional centralized fiat currency?

The amount of interest in cryptocurrency means
there is a challenge to typical financial institutions...Moir

Moir: This also depends on your point of view. To say it is “more useful” is a loaded question.
What determines useful? If | could instead suggest the question might be why do people care
about decentralized currency, that is a very different answer. Decentralized currency means
that each person owns their crypto currency outright. A bank can keep your money from you.
There are no fractional reserves for crypto currency. If it is in your wallet, that is how much you
own. As well, cryptocurrency is out of the control of central monetary authorities. Some crypto
currencies are deflationary. Fiat currencies are inflationary because more can always be printed
by a central bank.
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Usama: Blockchain can be identified as a distributed ledger with a built-in audit trail. Blockchain
is useful for recording and verifying comprehensive events and activities, like the exchange of
crypto currencies between users. Currently, there are systems being built/under development
that will help record medical records for hospitals, process transactions, manage supply and
food chains, ensure pharmaceutical traceability and safeguard voting. There are endless ways
blockchain can optimize how we operate every sector today.

Kristensen: For understanding this we must first understand the concept of value and the
current banking system (fractioned reserve). Bitcoin serves as a sort of digital gold, where you
can store your value and protect your money against inflation caused by the over-printing of
money in a fractioned reserve, debt-fueled financial system. Because of the immutable and
distributed nature of blockchain, Bitcoins can’t be faked, hacked or double-spent — so people
that own it can trust that it has value behind it. Most common databases have someone in
charge who can change the entries. Blockchain is different because nobody is in charge; it’s run
by the people who use it (the community).

McGarry: Cryptocurrency transactions can be done much more quickly, sometimes in minutes
or seconds, compared to traditional currencies. Crypto currencies also allow counterparties to
transact directly, without the need for a third party to assist, which can reduce the costs
associated with payments. Additionally, crypto currencies are more accessible for users who do
not have traditional bank accounts or credit cards.

ThinkTWENTY20: What do you think is the future of crypto currencies based on blockchain?

Usama: The main advantage is decentralization, which means
it’s not controlled, issued, owned, monitored or regulated by
any central authority or financial institution. The value of a
crypto currency is purely influenced by the raw forces of supply
and demand.

Crypto currencies are based upon blockchain technology,
which is the ultimate transparent recording mechanism, all
happening through a distributed ledger. This technology also allows the new era of
programable money — digital smart contracts allowing assets, such as buildings, precious
metals, art, corporate equity, loans, cars or any luxury goods to be tokenized and tradable. The
list is endless, and they can all be traded within a blockchain either with or without digital smart
contracts ensuring agreements rules between parties to be followed before execution.

People do try and use blockchain for things
that a traditional database is much more suited to support...Moir
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But the potential use and adaptation of blockchain will be far beyond cryptocurrencies.
Blockchain is a transformative technology which will fundamentally change how governments,
business and individuals interact with each other. Many companies will inevitably adopt
blockchain within their infrastructure. Many solutions around the world will partially integrate
blockchain technology to optimize their underlying technology utilizing all the advantages
which ultimately will bridge the legacy world closer to blockchain. Countries around the world
are all prototyping Central Bank Digital Currencies (CBDB). Sweden, China, Russia, UK, the US,
the Bahamas, Eastern Caribbean —and many more — are all heavily researching and prototyping
and have been testing the technology for a while.

Kristensen: As the digital and physical worlds converge, the practical applications of crypto
currencies based on blockchain will only grow. For example, already now with DeFi
(decentralized finance) it is possible to borrow and lend money peer to peer using your crypto
currency as collateral. The tokenization of things will also become more common, giving us the
ability to tokenize our properties within certain blockchain ecosystems, cutting the middle man
off (the banks) and expanding opportunities.

McGarry: Something to watch for is how
CBDBs have taken center stage in
conversations between central banks,
governments and private industry. For
example, the Sand Dollar, a new digital
currency issued and backed by the
Bahamian central bank, is already in
circulation, and slowly making inroads into
retail use cases. The future of money is
uncertain, but we are certain that it will
involve significant change as blockchain
and distributed ledgers gain greater
adoption and production deployments, at
an increasingly frequent rate.

Moir: The future seems very bright from the amount of money and interest in Bitcoin, for
example. CBDCs may or may not end up being on blockchain. | think the amount of interest in
cryptocurrency means there is a challenge to typical financial institutions. The public has a
desire for products they don’t currently offer. This means there is more innovation to come to
meet market demand.

ThinkTWENTY20: Do you see companies and other organizations developing their own crypto
currencies?

Usama: Many companies are developing their own crypto currencies, each with their own use,
as it can create great potential for their business plan and eco-system. To point out a few:
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Libra co-founded by Facebook, hopes it can provide people who have no banking facilities with
a new currency they can use for transaction globally within their platform. JPMorgan Chase, a
multinational financial institution, is finalizing its own currency token called JPMCoin. Their
digital token will help their bank and its large cooperate clients settle payments between each
other. Walmart, the big supermarket chain is exploring blockchain and has even applied a
patent for its own stable coin pegged to the US Dollar. Walmart is hoping it can provide a
vendor payment sharing system, able to process all the payments for the products sold within
their stores.

All major big companies are exploring blockchain and will most likely create their own crypto
currency to utilize its potential to improve the efficiency of their busines while lowering costs
attached to their supply chain.

Kristensen: Similar to how they already develop gift cards, companies and organizations can
benefit by developing their own crypto currencies. In terms of growth, businesses are able to
capitalize on lower operation costs, receiving immediate transactions and providing access to a
new customer base.

ThinkTWENTY20: Do the banks see the crypto currencies as a threat? Are they?

Usama: Banks do see crypto currencies as a threat, and there are legitimate reasons for that.
Let's put aside how crypto currencies has the capability to allow almost instantaneous transfers
for a transaction, while also potentially reducing the fee to a fraction of today if not zero, and
we also put aside how they might undermine current banking services. The problem is that
banks are focused on crypto currencies having the potential to become a channel for money
laundering as most crypto currencies aren’t regulated. How can banks trust new payment
systems that that don’t have a central authority supporting and regulating it?

| don’t think banks should see crypto currencies as a threat. Crypto currencies represent a new
world, still in its infancy. Most top blockchains and cryptos are trying to solve legitimate
problems and will get more adopted as they get further regulated. Many blockchains and
crypto currencies are stable coins trying to be 1:1 with FIAT currencies such as the US dollar,
euro and British pound. That requires having partner banks around the world being able to
deliver a stable coin working as digital cash.

Kristensen: Crypto currencies and the development of the blockchain technology and fintech
revolution in general are forcing banks to re-invent themselves. For a long time, banks have
been based on product centricity rather than customer centricity, meaning they offer many
products and take fees for such services that aren’t necessarily relevant to the consumers.
Crypto currencies open possibilities for people not having to interact with banks in the same
way they do now, for example they can avoid fees and extensive paperwork just to open a basic
account.
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ThinkTWENTY20: What laws, policies and practices need to change for crypto currencies to be
most impactful?

The development of the blockchain technology and the fintech
revolution in general are forcing banks to re-invent
themselves...Kristensen

McGarry: Governments need to continue to consider protections for investors while making
crypto assets accessible to investors. Crypto currencies are here to stay and we will see
increased interest both institutionally and by retail users. The Canadian tax treatment of crypto
currencies is an area that will continue to evolve.

Moir: | can’t tell you specifically what needs to change. Regulators normally do not move
quickly, and that is intentional. Many perspectives and angles must be considered before
putting regulation in place. Balancing supporting new innovation with protecting the publicis a
difficult task.

Usama: Crypto currencies are by their nature not beholden to country borders or specific a
government. This presents some problems to regulators and policymakers who are used to
dealing with sharply outlined definitions. The US regulatory agencies each have their way of
classifying crypto currency. The Commodity Futures Trading Commission treats bitcoin as a
commodity, while the Internal Revenue Service treats it as a property. These classification
differences create underlying problems related to the taxation of crypto currencies. It is not
possible to calculate your crypto currency tax liability without the use of detailed, sophisticated
software. Tracking cost with such high volatility creates a need to understand how blockchain
works deeply. Recording transactions in an excel spreadsheet simply won't be sufficient for
calculating crypto tax liabilities.

@z ThinkTWENTY20: What are smart contracts and do you see much
use of them?

McGarry: Another key feature of blockchain technology is a “smart
contract,” which is a self-executing protocol that enforces a
previously agreed arrangement. For example, a smart contract could
trigger an automatic refund under certain conditions or the
automatic payment of an agreed commission after a sale. These
smart contracts can eliminate delays in traditional finance processes,
while increasing transparency and reducing reliance on middlemen
to follow through on their commitments. Moreover, like other parts
of a blockchain, smart contracts are immutable, so they can enhance
accuracy in the financial statements.
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Moir: At a very high level, in layman’s terms, | would describe them as an “if then” statement.
People in finance will know what | mean by that! Let’s say the contract is extremely simple. |
bet you $20 that the Calgary Flames are going to win their next game against the Edmonton
Oilers. If | win, you send me $20 and if | lose, | send you $S20. If we coded this onto a smart
contract and had the game scores from TSN’s website being the source of truth we agreed to,
we could program the contract to execute depending on the results of the game. This is
obviously a very simple example. Smart contracts are used incredibly frequently in blockchain.

ThinkTWENTY20: What other major applications have you seen for blockchain?

McGarry: Specifically, for global financial institutions with multiple general ledgers, blockchain
presents an opportunity to have one single ledger, that is synchronized across a network of
computers. This will result in a significant reduction in errors, due to the elimination of out-of-
sync ledgers and reconciliations. This will drive back-office efficiencies by reducing the number
of reconciliations required for intercompany transactions.

Other uses for blockchain include the ability to digitize traditional assets, including real estate,
art, and logistic supply chains. In addition, industry-wide blockchain enabled Know-Your-Client
capabilities could likely replace existing company-specific or independent processes.

Permissioned blockchains often are simpler to understand
by the group since they more closely mirror their existing business
practices...Moir

Moir: The list is really too long to say. Digital identity (check out what Microsoft just
announced), voting, land titles registry, tax validation etc. The idea is to look for places there
are friction in transacting, multiple parties, multiple instances of the truth and so on. Those are
good places to look. People do try and use blockchain for things that a traditional database is
much more suited to support. The real question is “why blockchain” when thinking about how
it can be applied.

ThinkTWENTY20: Which processes are best suited for blockchain?

McGarry: Generally speaking, the more rule-based the process, the better suited it is to
blockchain technology. Processes that require manual interventions or the need for
reconciliations also provide the greatest opportunity for blockchain to obviate them, by
enabling all parties to view all transactions at their source. There are also clear benefits to using
blockchain on processes that include fragmented data or multiple stakeholders to create a
single source of truth that is synchronized and gives all stakeholders access to the same data at
the same time.

ThinkTWENTY20: Are most blockchain applications in business permissioned? What
management and control issues do they offer?
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Moir: Most enterprise blockchains are indeed permissioned. This makes sense of course. It is a
select group of people who want to share information and there is not necessarily a need for
that information to be public. Permissioned blockchains often are simpler to understand by the
group since it more closely mirrors their existing business practices.

McGarry: Because the design for blockchain already embeds the concept of a distributed
ledger, base controls for participants already exist. Additional controls would depend on the
use case. For example, If you are participating in a public blockchain, such as some of the crypto
use cases, these would not be internally permissioned but rather participate in the particular
blockchain permissions and authentications. Private or permissioned blockchains would be
controlled by the specific organization, so you could embed whatever controls you deem
appropriate. On both use cases, management would have more stringent controls,
authorization and authentication, based on cryptography.

ThinkTWENTY20: What do you see as the greatest strengths — and weaknesses — of blockchain?

Usama: Blockchain has a lot of strengths, and some weaknesses too, most of them already
described above for previous questions. Blockchain technology is a decentralized entity which is
free from fraud and corrupt centralization. It provides a secure and immutable ledger
technology that could have key factors in how we safely record data and events, making sure
they can’t be altered or deleted afterwards. One of the most appealing strengths is the degree
of transparency blockchain provides. And all transactions are attached together like a chain to a
block, providing maximum trust as the distributed ledger technology allows everyone to be in
consensus on what has been recorded in the blocks of transactions. All records on a blockchain
are secured though cryptography, as all participants have their own public and private keys
assigned to all transactions acting as a personal signature.

On the other hand, blockchain is an infant creation with a lot of imperfections. There are not
enough experts trained in this technology as the technology is so new that many within the
space can almost call themselves an expert. In any case, very few companies have employees
trained to understand and manage blockchain components within their company infrastructure
today.

The most famous and known crypto currencies today, such as Bitcoin and Ethereum, are
probably not the ones that will be used to pave the way for a better infrastructure as they
already have transaction speed and cost issues in comparison to many other crypto currencies.
This means a lot of development is ahead of us before we can settle on something ready to
replace current legacy systems and protocols.
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McGarry: Ultimately, blockchain will disrupt businesses, particularly financial services, by
enabling them to transact more efficiently, often without the need of intermediaries. It will
provide momentum for innovation with the benefits
of greater connectivity, process speed, transparency,
security and cost. Blockchain is not without risk,
however. As an emerging technology, it is not yet
recognized as a primary or mature capability, and
concerns exist around certificate management,
custody and privacy.

Because the design for blockchain already embeds

the concept of a distributed ledger, base controls for participants already exist. Additional
controls would depend on the use case. For example, If you are participating in a public
blockchain, such as some of the crypto use cases, these would not be internally permissioned
but rather participate in the particular blockchain permissions and authentications. Private or
permissioned blockchains would be controlled by the specific organization, so you could embed
whatever controls you deem appropriate. On both use cases, management would have more
stringent controls, authorization and authentication, based on cryptography.

All of this creates a need for an evolved form of assurance to ensure the completeness and
existence of the underlying assets. It’s critical that companies implement a robust audit
framework that builds trust in the emerging technology and the companies that use them.

Moir: This is another question where it depends on your point of view. No technology is
inherently good or bad. What we decide to do with it decides whether there are strengths or
weaknesses in the application. Databases have the ability to create, read, undo and delete.
Blockchains have the ability to create and read. If you need undo and delete functionality, you
shouldn’t be looking at a blockchain.

oo
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Coming in April! A new publication published by Business Expert press of New York. Available in
print and e-book form from their website at www.businessexpertpress.com

and on amazon.com. This book provides a comprehensive overview of the fast-changing field of
corporate reporting with a particular emphasis on the use of new and emerging technologies
and the shift to ESG and integrated reporting. It explains how the internet can be used to report
most effectively, particularly on an integrated basis.

21st
CENTURY
CORPORATE
REPORTING

Effective Use of Technology

and the Internet

BY GERALD TRITES
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Blockchain and the DLT Ecosystem
By Gerald Trites, FCPA, FCA

Origins

Blockchain first became
well known as the
underlying technological
basis for Bitcoin, the
successful crypto-currency
introduced in a 2009 paper
published by Satoshi
Nakamoto, a person or
persons so far not
positively identified.

Jerry is Editor in Chief of ThinkTWENTY20
and a retired partner of KPMG. He also
served as a Professor of Accounting and
Information Systems and, for 12 years, as
Director of XBRL Canada. He has
published 14 books. His latest book 21°t
Century Corporate Reporting is to be
released in April by Business Experts
Press of New York.

Nakomoto never mentioned the term “blockchain” in that paper, although there was one
reference to “blocks are chained” in a discussion of the idea of grouping transactions into
blocks and connecting them with the use of cryptography. The term blockchain, however,
became popular only after the publication of the paper.

Blockchain is not a new technology but, rather, a unique combination of pre-existing
technologies. It is a subset of Distributed Ledger Technology (DLT), which in turn is derived from
distributed databases. “A distributed database is a database that consists of two or more files
located in different sites either on the same network or on entirely different networks. Portions
of the database are stored in multiple physical locations and processing is distributed among
multiple database nodes.”? Distributed databases came into use during the 1970s.

Distributed Ledger Technology is a system for recording transactions in multiple places at the
same time. Unlike traditional databases, distributed ledgers have no central data store or
administration functionality, but instead are often managed by consensus of the participants,
using protocols that vary and can be unique to particular systems. Transactions are
timestamped to establish the date of their creation.

Blockchain took the idea of DLT a step further by grouping the transactions in a DLT into blocks
and creating a cryptographic hash of the transactions. A hash is a unique string of letters and
numbers created from text using a mathematical formula or algorithm. “Along with its own
hash, each block stores the hash of the block before it. Blocks are therefore “chained” together
making the ledger (almost) immutable or unable to be changed.”?

There are different kinds of blockchains in use. One type is referred to as permissionless, which
allows anybody to see the blockchain and requires no permissions to see it nor to participate in
it. Permissioned blockchains do require permission, and are commonly used for business
transactions, such as those in supply chains. Some permissioned blockchains are classified as
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private and are used for small groups of people involved in specific transactions, such as those
handled by smart contracts.

The Bitcoin blockchain is a totally open, permissionless blockchain. Therefore, anyone can view
the bitcoin blockchain; for example, you can see it here on the Blockchain.com website.3

A number of myths or misconceptions have arisen,
some of which can lead to serious miscalculations in strategy.

Another well known, permissionless blockchain is Ethereum, which supports the currency ETH
along with other applications. Ethereum is programmable and gained some publicity by
introducing ‘smart contracts.” “A smart contract is a self-executing contract with the terms of
the agreement being directly written into lines of code. The code and the agreements
contained therein exist across a distributed, decentralized blockchain network. The code
controls the execution, and transactions are trackable and irreversible.”* Because they are
based on blockchain, they permit agreements to be carried out among disparate, anonymous
parties without the need for a central authority.

Myths About Blockchain

Blockchain has been called the most hyped technology of recent years and the least
understood. Accordingly, a number of myths or misconceptions have arisen, some of which can
lead to serious miscalculations in strategy.

First is the issue of trust. The myth is that there is no need for trust when using blockchain. The
stated reason for this is that you can trust the technology., We know, however, that blockchain
uses cryptography, which involves key management and requires trust in that process. Also, for
permissioned blockchains, trust must be placed in the people giving the permissions. Even the
initial whitepaper itself isn’t about there being no need for trust. Rather it was about an
electronic payment system based on cryptographic proof instead of trust in a central authority.

The second myth is that of immutability. The idea that transactions, once recorded in a
blockchain are immutable (cannot be changed) comes out of the fact that the transactions are
included in the block hash and that any change will change the hash in that block, which will
then not match the hash in the subsequent block and therefor break the chain, which would be
noticed by the participants and lead to the restoration of the original transaction or some
remedial action. What this argument ignores is that transactions that alter or reverse the
original transaction can be recorded in subsequent blocks, which would then be included in the
hash for the subsequent block and, therefore, never break the chain. So, while it is true that the
original transaction may be immutable, the ultimate effect of that transaction is not immutable.

The myth that blockchains are completely secure is just plain wrong. This myth itself is

beginning to fade away, as people gain a greater understanding of blockchain. For example,
professional organizations like CPA Canada have released some publications® that point to the
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audit and control issues around blockchain which make it clear that additional work is required
to gain assurance that the system has integrity and is well controlled.

The myth that blockchains always produce accurate records is also wrong. It ignores one of the
most basic attributes of computer systems that has existed since computers were first
invented. That is the principle of GIGO or “Garbage in Garbage Out.” If tainted information is
input into a system, then the likelihood is that the output of the system will be tainted. In other
words, a computer system just processes the information it is given. Blockchains are no
different. In most computer systems, GIGO is dealt with by instituting input controls that help
to guide the accuracy of the input information. Similar controls are needed for blockchain
systems, despite the built-in systems in blockchain for authorization and acceptance of
transactions. The Committee of Sponsoring Organizations of the Treadway Commission (COSO)
has set out guidance on blockchain controls.®

Despite these shortcomings, blockchain is very useful for various use-cases.

Known Use Cases

Bitcoins, as mentioned above, represent the best-known use-case of blockchain. Because the
Bitcoin blockchain is permissionless, and blocks are added through a consensus mechanism
known as mining, their level of immutability is very high. Bitcoins have proven to be very
volatile, however, which limits their usefulness as an exchange currency. For example, the value
of a bitcoin rose from around $4,000 to $60,000 during the past year and has experienced
similar fluctuations for several years.
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One answer to this volatility was the creation of stablecoin, a class of cryptocurrency that is
usually pegged to a major currency, such as the US dollar. Tether (USDT) and TrueUSD are two
examples.

On January 5, 2021, the Office of the Comptroller of the Currency in the U.S. published an
interpretive letter explaining that national banks and federal savings associations are now
allowed to use stablecoins and run blockchain nodes, adding that they need to meet reserve
requirements. Such reserves are maintained by independent custodians and are regularly
audited for adherence to the compliance rules. This regulatory acceptance was a major step
forward for blockchain and cryptocurrencies.

Once a supply chain is traced with blockchain, the product
can even be marked with a barcode that would reveal the history of
the product.

Other Use Cases

According to a survey conducted in 2018 by PwC, blockchain applications in the financial
industry constituted 46% of all use cases. Other industries with significant use cases included
industrial products and manufacturing (12%), energy and utilities (12%), healthcare (11%) and
government (8%).

Prominent among use cases in industry and manufacturing are those involving supply chain
automation. Supply chains and healthcare are two areas that have been particularly affected
during these pandemic times.

Supply Chain Use Cases

Supply chains represent the steps involved in getting a product or service from its original state
to the customer, from raw materials to the end product. Modern supply chains have become
very complicated, embracing a variety of suppliers, often from various parts of the globe. And
there is often a concern among buyers as to where a product comes from and what materials
and processes have gone into its production. For example, there is an interest in determining
whether child labour, forced labour and/or human trafficking have been employed in the
product. There also are concerns about the environmental impact of the product during its
development.

At present, supply chains can be very opaque. Blockchain can provide a means of introducing
transparency by capturing key data points, such as components, processes, certifications and
claims, and then providing open access to all blockchain participants. This is possible because,
when blockchain is introduced to map and visualize an enterprise’s supply chain, all of the
components can be traced for every stage of production.
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Once a supply chain is traced with blockchain, the product can even be marked with a barcode
that would reveal the history of the product to the consumer. It could be scanned with a
smartphone app.

One study gave this example: “It is estimated that nearly 30,000 bottles of illegitimate wine are
sold every hour in China, many mixed with a variety of dangerous additives. Origintrail, in
conjunction with TagltSmart, developed a system using blockchain to track more than 15,000
unique wine bottles. Eventually, they hope to stop the sale of illegitimate wine, because, by a
simple scan of a barcode placed on each bottle, consumers will be able to know every detail
regarding their purchase.”’

As another example: “Provenance, a supply chain transparency startup, recently started a
project for tracking responsible sourcing of tuna in Indonesia via blockchain”® There are
numerous other examples in practice of blockchain usage for supply chains. Consortium
blockchains, which use blockchain to bring together various members of the supply chain into a
trustless relationship, previously could only be accomplished with a centralized intermediary.

-

Healthcare Use Cases

The field of healthcare involves the use of large amounts of very sensitive and private data.
With the increased degree of automation in the industry — some spurred on by the pandemic —
this trend is intensifying.
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“Blockchain technology can be used to support drug prescriptions and supply chain
management, pregnancy and any risk data management as well as to support access control,
data sharing and managing of an audit trail of medical activities. Other healthcare areas that
can benefit from blockchain technology are provider credentials, medical billing, contracting,
medical record exchange, clinical trials, and anti-counterfeiting drugs.”® Blockchain also enables
patients to take control over their own health records.

A study published in October 2020 for the government of British Columbia looked into the
changes being faced in the healthcare system of that province and considered various
alternatives for addressing them, including blockchain. Their conclusion was clear.

“Our analysis of British Columbia’s health care data management revealed several challenges,
including information silos, the potential for medical errors, the general unwillingness of parties
within the health care system to trust and share data, and the potential for security breaches
and operational issues in the current EMR infrastructure. A blockchain-based solution has the
highest potential in solving most of the challenges in managing health care data in British
Columbia and other Canadian provinces.”1°

Here to Stay

Although blockchain has been severely hyped, it is a sound technology and having a substantial
impact. Its usage for cryptocurrencies is still spreading and is, perhaps, the most prominent
use. Supply chain applications are growing in number, however, and have considerable
potential for improving this important area. The profession is becoming more involved in audit
and control issues, which is an important element of sound blockchain usage. It’s clear that
blockchain will be with us for a long time.

1 https://searchoracle.techtarget.com/definition/distributed-database

2 OECD Blockchain Primer, http://www.oecd.org/finance/blockchain.

3 https://www.blockchain.com/explorer.

4 https://www.investopedia.com/terms/s/smart-contracts.asp.

5 Blockchain technology and its potential impact on the audit and assurance profession (Toronto: CPA Canada,
available at https://www.cpacanada.ca/en/business-and-accounting-resources/audit-and-assurance/canadian-
auditing-standards-cas/publications/impact-of-blockchain-on-audit. Also, Blockchain and crypto-assets resources
for CPAs, available at https://www.cpacanada.ca/en/business-and-accounting-resources/other-general-business-
topics/information-management-and-technology/publications/cpa-perspectives-on-blockchain.

% https://www.coso.org/Documents/Blockchain-and-Internal-Control-The-COSO-Perspective-Guidance.pdf.

7 https://openledger.info/insights/blockchain-in-the-supply-chain-use-cases-

examples/#Logistics Tool for Wine Supplies.

8 https://www.provenance.org/tracking tuna on the blockchain.

% Marko Hélbl, Marko Kompara, Aida Kamisalic and Lili Nemec Zlatolas (Maribor, Slovenia: University of Maribor,
Faculty of Electrical Engineering and Computer Science, 2000, published in Symmetry, October 2018).

10 https://www.ncbi.nlm.nih.gov/pmc/articles/PMC7647806/ (Journal of Medical Internet Research, October
2020).
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Unlocking the Value of Blockchain Technology
By Jonathan Andrews, CPA

Many who have heard of the term
“Blockchain” may think of Bitcoin, and
the owner of Netlearn.ca, that may be as far as it goes. Yet, within
 a provider of e-learning leadership circles in business, CEOs are
| content and delivery becoming aware that there is more to
 services. blockchain technology than Bitcoin. They
are asking their ClOs “to do blockchain”
and attend conferences and
symposiums. So, what does blockchain
technology mean for business? Gartner group authors David Furlonger and Christophe Uzereau
may have the answer in their book The Real Business of Blockchain: How Leaders Can Create
Value in a New Digital Age, published by Harvard Business Review Press in 2019.

Jonathan Andrews, CPA,
lives in Victoria, BC. He is

The front dust jacket explains that the authors have set out to help readers assess how
blockchain technology will affect their businesses. The Real Business of Blockchain explores the
value proposition that blockchains offer, suggests how to make smart time-based investments
and advises how to prepare an organization for a new business, i.e., competitive, landscape.
Furlonger and Uzureau promise to “cut through the hype” and help readers unlock the vast
capabilities of the powerful and world changing technology of blockchain. Does their book
deliver on the promise?

What we will be exposed to is a Gartner view of blockchain technology. The Real Business of
Blockchain is well researched and refers to many Gartner surveys and current blockchain
situations. A Gartner perspective may help the reader make sense of blockchain technology,
both now and for the future.

In the preface, Furlonger and Uzureau mention that, at the time of writing (2019), blockchain
technology had already existed for 10 years, beginning with Bitcoin. Progress by others since
then may appear to have been slow, but that has not been the case. The blockchain is a
disruptive technology, going beyond the boundaries of any individual organization or even any
single ecosystem. Under the public radar, blockchain developments continue to increase.

The Real Business of Blockchain

Blockchain technology has captured the business imagination. Promises of increased trust,
greater transparency, expanded trade, better tools and management of expensive processes
costing firms millions of dollars, are hard to ignore. Based on its research and understanding of
global business, blockchain technology has an established following at the Gartner Group.
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The opening chapter, “The Real Business of Blockchain,” introduces the reader to the five
elements of blockchain architecture: (1) Distribution, (2) Encryption, (3) Immutability, (4)
Tokenization and (5) Decentralization. These five elements must be present to allow two or
more participants to interact safely with each other in a digital environment.

The authors stress that the value that a blockchain solution provides is limited, even
compromised, if any of these elements are missing. For example, vendors cannot refer to a
conventional database as a blockchain solution because it does not possess essential
architectural elements of blockchain technology, such as immutability and decentralization.

Blockchain technology promises a great deal and can provide value to a business, but there are
many pitfalls. The authors define and lay out an evolutionary path covering the period 2010 to
2030. They refer to three solutions becoming available over this period — it is these phases that
make up the core content of the book:

Blockchain-inspired” solutions (Phase 1) : contain only three of the five blockchain
architectural elements — Distribution, Encryption and Immutability.

Blockchain-complete” solutions (Phase 2): include the remaining two elements: Tokenization,
acceptance of non-fiat and fiat-based value exchanges, and Decentralization — these are both
enormous steps to take, extending the time scale to at least 2025.

Blockchain-enhanced” solutions (Phase 3) :- will adopt loT “internet of Things,” “Al” and “Self-
Sovereign ldentity.” Features of these new solutions will include Al-controlled smart contracts,
micro transactions and monetization of assets, unmonetizable until now, such as intellectual
property.

The authors describe the “programmable society” and the “decentralization continuum,” both
of which will significantly affect blockchain progress it as moves from Phase 1 to Phase 2.

Each chapter concludes with a summary, “Your Real Business Lens.” An excellent approach,
especially if the blockchain details provided have become overwhelming! “What did you learn”
recaps each chapter, “What should you do about it” gives the reader something to think about,
i.e., how to apply action steps to individual situations, and “What’s Next” prepares the reader
for what comes in the next chapter.

Blockchain-Inspired Solutions (Phase 1)

“Seeking value” (Chapter 2) begins with an example of a blockchain-inspired solution, the
Australian Stock Exchange, and introduces the reader to business currencies in a blockchain
world — Data, Access, Contracts and Technology. Descriptions of five different archetypes
follow; these are blockchain solutions that imitate concepts inherent in blockchain
development. In doing so, however, they do not adhere to the five architectural elements
referred to earlier — distribution, encryption, immutability, tokenization and decentralization.

“Consorting with the Enemy” (Chapter 3) explains that decentralization, one of the five
architectural events of “pure” blockchain technology, may be difficult to achieve. At the outset,
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centralization by consortiums is an essential first step in blockchain development, but the
challenge comes when the need arises to move from centralization to decentralization.

Blockchain-Complete Solutions (Phase 2)

“Game on for tokenization” (Chapter 4) focuses on tokens — the different tokens used by
blockchain technology, tokens already in use, tokens and blockchains and tokens and
decentralization.

Furlonger and Uzureau provide a comprehensive insight into tokens as a specialized unit of
value in blockchains. They do not, however, provide convincing examples of where tokens
would have value outside the control of the issuer, whoever and whatever that might be.
(Anyone who has built up a large amount of frequent flyer points could relate to that!)
Blockchains use different token types for different purposes. As the authors point out in this
chapter, tokens can go beyond finance and can monetize illiquid assets such as data. In terms of
practical, real-life examples, it is still early days.

“Embracing consensus through decentralization” (Chapter 5) concentrates on decentralization —
the “beating heart of blockchain” technology. They refer to the “eight components of
blockchain” technology, grouped into: governance, economics and technology or, more clearly,
rules, participation and rewards.

According to the authors, blockchain-complete solutions will not work for the “legacy
business,” i.e., most businesses today. Businesses will have to undergo a fundamental shift in
perspective, progressing from why a business does not decentralize to focusing on the benefits
that decentralization can bring to the business. It is at this point in the book that the
significance of blockchain technology can become apparent. Several interesting examples
follow.

The Gartner view is that blockchain-complete solutions will have an impact in the mid-2020s.
“Market access and participation” (Chapter 6) describes how blockchain-complete solutions can
introduce benefits and financial innovations. “The fate of centralized solutions,” a section
within the chapter, describes several scenarios illustrating potential market changes where
centralization may still give way to decentralization.

Furlonger and Uzureau point out that blockchain-complete solutions can provide greater
opportunities for customers, giving them an environment in which they will control their own
identity and data. (With little to support this futuristic view, one cannot help feeling that this is
unduly optimistic and a bit of a stretch.)

Enhanced-Blockchain solutions (Phase 3)

“Unleashing the power of smart things” (Chapter 7) warns that, at the same time an inevitable
shake out that will occur as the concept matures, blockchain developments will also include
parallel developments in technology, such as Al (artificial intelligence), loT (Internet of Things)
and SSI (Self-Sovereign Identity). These developments, once taken on board, will create
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enhanced-blockchains. Furlonger and Uzureau explain how Al and 1oT can enhance blockchain
technology and how blockchains can, in turn, provide benefits.

No advances will be without their pitfalls — blockchain technology will have a dramatic impact
on business, government, society and individuals. For a blockchain technology, data about
people, what they do and how they live, have become an “asset” to be traded. Furlonger and
Uzureau momentarily put their enthusiasm aside to refer to privacy and security concerns.

“Smart cities: a laboratory for enhanced blockchain” summarizes how cities, even now, are
being affected by blockchain technology.

“The Blockchain organization” (Chapter 8) introduces us to the new decentralized
organization’s blockchain. “Self-executing dapps will process information, draw conclusions and
transact autonomously.” (A “dapp” is a decentralized application.) Decentralized management
teams (and Al systems) now in a holacracy make the decisions instead of individuals acting in
hierarchical management structures. People in the workplace will choose what they want to
work on. Outsourcing will mine external talent. Yet, even as these changes build on themselves,
Furlonger and Uzureau caution readers with the concern that, yes, it all may sound very well,
but if something goes wrong, who is to blame, who is to know, who is the leader?

The authors continue to provide examples of where new blockchain approaches are already in
use and are being evaluated. There’s no doubt that the dynamics, benefits and pitfalls
presented by “the new organization” leave a phenomenal number of questions unanswered.

“The blockchain society” (Chapter 9) broadens the focus. Real-world examples from countries
such as Estonia, Lithuania, Malta, Switzerland, Japan and the UAE illustrate where various
blockchain initiatives are being evaluated. “Programmable societies” will influence how people
form communities and interact, all within an environment alive with technological change. The
ultimate promise of blockchain technology is that people can control their own information and
be their own advocates. As Furlonger and Uzureau warn, however, it will be essential to
address security, privacy and data ownership risks before that can happen.

Pursuing Your Blockchain

“Conclusion: pursuing your blockchain” turns blockchain technology over to leaders. It is now
up to them to decide how blockchain will develop in their organizations, markets and societies.
All those involved in blockchain technology still need to address such issues as centralization
versus decentralization, hierarchies versus holacracies, lost trust in institutions, and the pros
and cons of using Al.

Furlonger and Uzureau warn that waiting for a new technology to prove itself before taking any
action may not be the best option. If an organization’s vision includes a “programmable future”
with decentralized access, and value for the benefit of all, then they have to act now. Those
who move first will benefit, but doing so could be at the cost of those who did not. This
presents a dark future.
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Warning of the failure to take up a new technology immediately is not an unusual approach for
technology enthusiasts to take but, in this situation, the authors make an excellent case to take
such a warning seriously.

Do Furlonger and Uzureau Deliver on Their Promises?

The authors present blockchain development at an overview level, dipping into detail as
necessary, providing many illustrations, survey results and identifying several issues.
Have they addressed the value proposition of blockchain technology and cut through the
“hype”? The answer is “Yes.” They have created a comprehensive introduction to the
blockchain landscape and provided thought-provoking predictions for the future.

Having read The Real Business of Blockchain, readers will be suitably prepared to seek informed
answers when they prepare their vision of the future, one that is now more than likely
to include blockchain technology. This publication delivers.

Olo
The Ethical Dilemma

An ethics
course for
CPAs

The Ethical Dilemma is a 4.5 hour online course,accessible anywhere, anytime. The
content includes 48 case studies based on recent disciplinary hearings.
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250-881-0261
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The World is Round — Because Round is Better
By Elly Stroo Cloeck

Elly Stroo Cloeck is a Dutch project manager and consultant. She
worked 20 years as a CPA and IT auditor at KPMG and another
20 years as internal auditor and risk manager at multinational
\ companies such as Aon, Arcadis and Ahold Delhaize. Now she’s
\N\_ an avid reader of management books, which she reviews on her
.Y website www.1001managementboeken.nl. She was part of the
jury that chose the Dutch Management Book of the Year 2020.

Traveling in Canada a few years ago, Belgian author Jo Caudron noticed the “ribbon
development” in housing along the way: long roads, with scattered houses on the sides. Only
the historic villages had “round living,” with circular cores. Round is better, says Caudron in
his excellent e-book The World is Round, winner of the Dutch award Management Book of the
Year 2020. (ISBN 9789463372503; ASIN: BO855798ZP. For sale as eBook at Amazon and Kobo.)

The first part of the book consists of a description of all the issues that have an impact on the
domains of work, housing and mobility, with perfect storms arising in each domain, resulting in
a Metastorm. In addition, it covers the climate crisis, as well as the current distance between
the “big city” and the “hinterland.” The book covers many topics, is holistic and also optimistic.
It is beautifully written and based on facts and existing innovations, resulting in a feasible
vision of the future in the second part.

Round is Better

But first the past: we used to live in round villages, with the church, pub and stores in the
center, and the village houses grouped around that center. That is optimal in terms of
distance. Everything can be reached on foot. Later the ribbon development came about, a
single row of houses on the public road. Each is pleasantly far away from the neighbors and
each has a large garden. But each house is also far away from the stores, schools and sports
clubs, so that having a car is necessary. And always there is a need to commute, which creates
traffic jams. This is incredibly bad for the climate and quite expensive, not only for the owner
but also for society due to the need for good infrastructure. It also creates physical and mental
distances between you and the community. Round is better...

The Hinterland

The title of the book is also a reaction to the book The World Is Flat by Thomas Friedman. In
that book, “flat” means free of obstacles, through globalization, internet and world-wide
networks. But, states Caudron, this flat surface also creates distance between the people who
have everything and those who have almost nothing and between world citizens and those
who stay behind in the hinterland. Those left behind are sensitive to populists, and this causes
polarization, which is certainly not good for the future. Globalization also creates dependence
and, therefore, vulnerability. Caudron's solution: circular living in Urban Villages that bring
people together again, with local production, local agriculture and local energy generation.
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People are not cut off from the world, but are less dependent on it. It becomes much like the
hubs of the internet: if one fails, others take over.

GDP Growth

The World is Round comes across as a mix of Factfulness, Sapiens (Caudron quotes extensively
from both books) and Doughnut Economics. However, there is a big difference with the latter:
while Doughnut Economics rejects GDP growth out of hand, Caudron assumes that growth is
necessary. Everyone wants to climb Maslov's pyramid and, as long as you are stuck on the first
levels, you will not care about sustainability. And, to get everyone to a higher level of Maslov’s
pyramid, economic growth is needed. Caudron does indicate that late climbers will likely be
able to skip highly polluting solutions for their climb because sustainable alternatives already
exist. For example, many people in Africa never had a landline telephone — they jumped
directly from no phone at all to a cell phone.

A Vision for 2030
By now we are already well past the halfway mark of this rather thick book (290 pages). The
second part brings us the author's vision of the 2030 future, which is based on the
aforementioned Urban Villages, and what is needed to achieve this vision. Companies can
prepare themselves for this future by strategic planning using Caudron’s SUPERchange model:

e See (see the change).

e Understand (understand the impact).

e Plan (prepare for the future with a strategic plan).

e Enable (get the organization ready to execute the plans).

e Run (execute the plans).

A Future-Proof Company

A great example from See: In 2012, Uber revealed its plans for Amsterdam, at a European
technology event. Not at a mobility event, mind you, and the cab business therefore did not
see the disruption coming. The lesson you can draw from this is: entrepreneurs who are going
to do something completely different in your sector do not come from the traditional industry.
New developments will elude you if you limit your information gathering to the seminars and
journals of your own sector.

You must therefore orient yourself broadly to be future-proof as a company.

This excellent book is a good start!
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Where Will Technology Progress Take The Accounting Profession?

By Ricardo Rodil
Ricardo Rodil leads | Every time I try to understand or analyze a
the capital very complex event, | try to reduce the
markets advisory problem to its essential elements — a sort of
services division at | inverted zoom lens. | know that the devil is
Crowe Macro in the details, but | need to have some
(Brazil). distance from them. So, | formulate

extreme hypotheses, thinking about all the
possible/plausible results (from 8 thru
8,000, as we say in Brazil). And, of capital
importance, | know | need to keep my mind
open to all possibilities. Today, | want to share with you where my latest thoughts have
led me, about where and how technology is progressing and how that is transforming our
lives.

This is an issue that has been, and is being, studied and commented on for decades as the
world is turning more and more to what technology can offer us and how it is changing
our lives, our work and the very way we act and behave. Lately, especially, a lot has been
said about the incredible impact that the continually accelerating technological advances
are having on the production and distribution of goods and services, constantly making
them different from what we have known to date.

The Impact on Economic Activities

We can summarize these production ativities as follows: a mass of workers produces
goods and services, supervised by foremen, managers, directors and so on. Those
functions are remunerated, forming what we know as a “remuneration mass.” With these
financial resources, the different actors buy the goods and services available on the
market, depending on their needs, preferences and possibilities. This is a really brief
description of income and expenses of any individual, organization and of all of
humankind as a whole.

Having said that, | invite you to take an imaginary trip into the future — follow me as |
propose what the activities noted above will look like in the not-so-distant future:

e Goods and services will be produced in a personalized, automated form, employing a
few highly specialized workers who will command a number of robots that will

produce the goods and render most of the services.

e Purchase orders (prepared by robots) coming from clients will be analyzed via
blockchain procedures and approved or rejected as needed.
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e Packing and billing will be robotized and delivery made through autonomous vehicles
(bikes, cars, trucks, airplanes, drones, etc.), all coordinated by remote or/and
robotized operators.

e The consumers/clients, too, will receive the products by means of robots, which will
advise the clients that they have arrived and will deliver the packages to them via
voice-operated elevators.

At this point, we are not sure whether the building doorman will survive or not.

Wonderfull, isn’t it? But a cruel doubt pops up at this moment, with the answer not at all
obvious. Because the the remuneration mass has been significantly reduced, who will
have the financial resources to buy goods and services?

And another question comes to my mind: Would the world then move to a
comprehensive program of minimum income for each citizen/family or might there be a
drastic reduction in working hours without a pay reduction?

The Accounting Profession

Given these possible scenarios, many people believe that our profession is going to
disapear. By applying the inverted zoom lens mentioned in the first part of this article, we
need to focus on specific features of accounting services: (1) bookkeeping, usually
including tax compliance and payroll preparation; (2) auditing, embracing assurance and
non-assurance services; and (3) consulting in management, finance and accounting
matters. In this article, we focus on activities (1) and (2), which are the most structured
ones.

These two primary services, as almost all of us know, consist of three basic procedures:

1. Planning: in bookkeeping, this means preparing a chart of accounts, defining a cost
system, establishing the frequency of receiving documents and preparing trial
balances, etc. In the auditing field, we analyze risks, plan responses, prepare a formal
planning strategy, etc.

2. Execution: in bookkeeping, it mainly means classifying documents, preparing book
entries, obtaining trial balances, etc. In auditing, we are talking about field work,
performed by staff and intermediate senior personnel.

3. Conclusion/products: in bookkeeping, this means grouping account balances with a
view to preparing financial reports, preparing payroll and tax returns, and the like. In
auditing, it comprises analyzing the results of field work, writing conclusions on work
papers and writing the report(s).

Based on this summary, we are in a position to formulate the one million dollar question:
what will be the impact of technology innovation on the accounting profession?
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It is possible to have some idea as to what extent data analytics and machine learning (for
example) will influence activities such as planning and arriving at conclusion, which tend
to be performed by the most qualified personnel in accounting firms. But when we think
about “execution,” the possibility of almost complete automation in that field is quite
clear at this point in time. This leads us to a series of questions, which may severely affect
our profession in a not-so-distant future:

e If automated processes take over the work of qualified professionals, significantly
reducing the headcount of staff and senior auditors (field work people), how will
firms train young accountants to get experienced professionals for the future?

e In this scenario, and recognizing that the market will offer fewer and fewer qualified
professionals, how will firms structure their recruitment processes?

e  Will this lead to a fierce competition among audit/bookkeeping firms for qualified
people? Will this mean better salaries for fewer people?

e  How will firms structure their training activities, once hands-on training tends to be
significantly reduced?

e  Will this aggravate the competition between the big firms and the second-tier firms?

e Will this result in an increase in the so-called “consolidation” process among the
second tiers, leading to a stronger intermediate layer between the very big and the
very small firms?

More Efficient and Less Expensive, But...

Technological progress can make our lives easier and make production processes more
efficient and less expensive. In the long run, however, this will lead to unemployment.
This undesired effect will most likely be counterattacked with minimum income programs
or/and a reduction in working hours without causing pay reductions.

But what concerns me specifically about the effects on the accounting profession is: How
will accounting firms deal with the serious knowledge gap within their intermediate level
of bookkeepers/auditors? That is, given that most of the field work they used to do will
be replaced by IT apps and software, how will audit firms train their newer and
intermediate levels of auditors so that they will become experienced auditors who can
perform tasks at manager and partner levels?

What do you think? Please help me see this issue with your perspective and rethink what
| foresee as our not-so-distant new world.
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Hey! What’s New? — Special Blockchain Edition

Paper, Plastic,
Peer-to-Peer
Several excerpts
from a speech given
March 15, 2021 by
SEC Commissioner
Hester M. Peirce at
the British
Blockchain
Association’s
Conference “Success Through Synergy: Next generation Leadership for Extraordinary Times.”
Very appropriate given the theme of this issue of ThinkTWENTY20.

Gundi Jeffrey is an award-

| winning business journalist

\ specializing in writing about the
d accounting profession for
various publications in Canada,
the US and the UK.

The disproportionate focus on illicit uses and the underestimation of the protective uses of
crypto is one example of how evidence-based rulemaking is not yet the norm in crypto-
regulation. We can do better, and | hope that this year will mark a turning point for the United
States, which in turn may spur other countries similarly to take a more sensible approach to
crypto regulation. The SEC faces several challenges and corresponding opportunities in
regulating blockchain-based assets and technologies. While the specifics will not be the same
for other jurisdictions, some of the general regulatory principles likely are applicable despite
jurisdictional differences....

The role of government should be to serve people, not to surveil and curtail people’s everyday
activities. Of course, government has an important role in setting regulatory guardrails to
ensure that people do not harm one another, but these guardrails should support people’s
ability to exercise their liberty in a way that serves them, their families, and their communities.
To the extent crypto and decentralizing technologies allow people to do these things without
harming others, we as regulators should work so that they have the freedom to experiment
with these technologies. Many experiments with any new technology will fail, but failures can
help point the way to future successes, so broad room for experimentation—with appropriate
protective measures to reduce and mitigate harm—is paramount. Experimentation can teach
both regulators and market participants important lessons....

While regulators need to understand and scrutinize new asset classes and technologies,
excessive conservatism can impede competition, distort the market, and harm investors. The
SEC, for example, has hesitated to greenlight investment products that incorporate bitcoin—let
alone other cryptocurrencies. This approach is inconsistent with our limited role as

a disclosure regulator, rather than a more interventionist merit regulator. Although well-
intentioned, our wariness with regard to crypto deprives investors of access to products and
services that they want....



Regulators should commit themselves to providing regulatory clarity so that traditional financial
market participants can engage with crypto with confidence that they are complying with their
regulatory obligations. For example, under the eye of our sister regulator, the Commodity
Futures Trading Commission, a healthy bitcoin futures market has developed, and an ether-
based futures market recently initiated trading. Another federal financial regulator, the Office
of the Comptroller of the Currency (“OCC”), has opened the door for the banks and thrifts it
supervises to participate in independent node verification networks and to use stablecoins for
payment activities. SEC staff has issued guidance, including, most recently, a risk alert from our
Division of Examinations designed to help investment advisers, broker-dealers, transfer agents,
and exchanges craft policies and procedures for digital asset securities. We need to do more,
and | look forward to working to provide that clarity with our incoming Chairman and my other
fellow Commissioners....

The crypto asset class and the industry that has grown up around it have developed very
quickly. Bitcoin was first mined in January 2009, and, as of yesterday, its price was just over
$60,000. In the meantime, other blockchains, such as Ethereum and Polkadot, have emerged
with their own native tokens and vibrant communities growing around them. The growth to
date has challenged us regulators, but bigger challenges lie ahead regardless of the fate of any
particular blockchain project. The pressure on us to grapple with the difficult questions through
rulemaking and guidance will intensify rapidly along with institutional interest in crypto. A final
regulatory lesson then is that the regulatory work is only just beginning.

For much more on this important issue, see SEC.gov | Paper, Plastic, Peer-to-Peer.

The Most Versatile and Promising Cryptocurrencies for 2021
A recent blog on DCFORECASTS’s webpage says that, when we talk about cryptocurrencies, everyone
automatically thinks of Bitcoin. However, the variety of other cryptocurrencies that currently
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exists allows the common citizen to access them thanks to their exchange rates more adjusted
to an average budget.

When we talk about Bitcoin, says one-named author Stefan, “we are actually talking about just
over US $ 13,000 and, although the price always fluctuates, it is very unlikely that it will fall
below the $ 10,000 barrier. For this reason, it is always convenient to know that there are other
cryptocurrencies available at a much lower price. And, as the market fluctuates, they can end
up being worth more than the initial amount we pay for them.”

According to Stefan, here are some of the most versatile and promising cryptocurrencies for

2021 that are not Bitcoin:

1. Litecoin (LTC). With an approximate price of US S 55.81, this cryptocurrency is preferred by
all those who already have experience with this technology and who prefer to make their
expenses and purchases in cryptocurrencies. Accepted in most crypto-friendly businesses
and countries, LTC ranks as one of the favorites for 2021 due to its affordable price.

2. Tron Coin. With an approximate price of US $ 0.02715202, the Tron Coin is the best
cryptocurrency for those who start in this world. But don’t be fooled by its exchange rate,
says Stefan, since the TRX trading volume is approximately US $ 688,429,173 per day.

3. Ripple. Although its approximate price is US S 0.250058, XRP is the next step for those who
want to fully enter the world of cryptocurrencies. Its trade volume currently ranges
between US S 1,435,708,525.

4. Ethereum. Known as the eternal rival of Bitcoin, Ethereum is the second most famous and
trusted cryptocurrency in the world. Being as old as Bitcoin, throughout history it has
presented its ups and downs. However, it is currently in a fairly stable position that does not
disappoint anyone. With a value of approximately US $ 387.50, Ethereum is a much more
serious alternative for those who want to use cryptocurrencies. It is accepted without
problems in crypto-friendly countries like Argentina, the Czech Republic and the Dominican
Republic, to name just a few.

For more, check out The 7 Most Versatile and Promising Cryptocurrencies for 2021
(dcforecasts.com). Although the title promises seven, Stefan delivers only four analyses.

Tesla CEO Elon Musk Is Selling His First NFT and It’s a Techno Song about NFTs
And now for a bit of frivolity. March 16, 2021, BlockChain News Today published an article by
Shine Li noting that Elon Musk, the Tesla and SpaceX founder, has produced a techno song
about NFTs (non-fungible token). On Monday, March15, Musk announced his creation on
Twitter saying, “I'm selling this song about NFTs as an NFT.” The preview of the song displays a
golden trophy with the words “HODL” — hold on for dear life — emblazoned on it.

The song is a techno track and the lyrics are pure and simple: “NFT for your vanity, computers
never sleep — it’s verified, it’s guaranteed.” Currently, the title of the song has not yet been
disclosed, and where Musk intends to sell the NFT has not yet been revealed.
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Musk is not the only entrepreneur who has taken advantage of the NFT craze to make a quick
buck. Recently, Twitter CEO Jack Dorsey also announced that his first tweet will be sold as an
NFT. The proceeds reaped from the sales will go towards charity. So far, the highest bid for
Dorsey’s tweet is reported to be as high as $2.5 million.

According to the article, NFTs are a blockchain-backed digital asset that can represent a piece of
art, a video clip, a figurine, or other forms of collectables. The buyer of an NFT gets a crypto-
backed digital receipt proving the authenticity of the collectable. It is also a proof of purchase.

NFTs are quickly rising in popularity, and Google Trends has noted that non-fungible tokens are
becoming a bigger trend than decentralized finance (DeFi) was, when the latter boomed last
year.

For a bit more, go to Tesla CEO Elon Musk Is Selling His First NFT and It’s a Techno Song about
NFTs | Blockchain News.
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