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An air-conditioning unit in your building begins to underperform. You are able to analyze its 
performance trend through a specific duration and realize that there is a leak in the gas pipe 
that’s causing the unit to work below capacity. Your process automatically raises a ticket to 
your operation team’s helpdesk and you remotely prioritize and route your maintenance staff 
to attend to this issue. Simultaneously, you are able to alert your A/C supplier of the 
irregularity, either through email or other channels, enabling the business to keep track of 
product performance over time and schedule replacements if required.  

You see how data consolidation takes place and, by building a unified, common ground (of 
sensors, gateways and platform-enabled software), and you begin to converge and derive 
profitable value from both these worlds, enabling data to interact and interoperate across 
legacy and newer systems. Replace the A/C with critical operational components and 
machinery, and the example will hold for a seamless and automated process for either 
preventing and/or detecting failures or reacting to it efficiently.  All this is possible by the group 
of technologies often referred to as Internet of Things (IoT) 
 
“The Internet of Things connects people, places, and products and, in so doing, it offers 
opportunities of value creation and capture for a full panoply of stakeholders. Organizations, 
however, should be careful to focus on IoT initiatives that solve real business problems and 
create real business value – not just connecting stuff for the sake of connecting stuff.”1 
 
Today, it seems easy to imagine a world in which a manufacturing enterprise enjoys complete 
visibility and monitoring of inventory as it enters the factory, gets processed, and leaves the 
factory floor. Or (imagine) a world where it is possible to remotely track and optimize 

  Managing a range of complex protocols, interfaces, 

hardware and standards from around the world can 

be daunting for an organization dealing with 

connected platform products. 

 



production asset effectiveness – through introduction, maintenance, and retirement – and even 
detect system failures as they occur to maximize uptime. Or still, another world in which 
products are given sensor capabilities to detect usage patterns and, on that basis, inspire still 
more products and revenue streams. 
 
It is easy to imagine these and other such worlds because it is in fact the world of smart 
connectivity within which we live today, thanks to the capabilities offered by the IoT. 
But it wasn’t always so easy or so “obvious.” 

 
A Bit of History 
In 1991, long before anyone ever used the term “Internet of Things,” Mark Weiser, chief 
scientist at Xerox, imagined a world of “ubiquitous computing” in which all objects could sense, 
communicate, analyze and act with respect to other objects and people.2 But it was only in 
1999 that the term “Internet of Things” was coined by Kevin Ashton, a technologist specializing 
in sensors and radio-frequency identification (RFID) tags.3 Over the years since then, we have 
witnessed various IoT applications evolve from concept to fruition across the full range of 
industries and use cases.4 
  
This primer provides an overview of the IoT: its market space, key drivers, underlying 
challenges, potential solutions and the business value it creates. The piece is intended to help 
readers understand at a high level why they should proceed in considering the technology's 
current and potential business applications and associated benefits and outcomes. 
 
There are several definitions of the IoT in technical literature and popular media: 



The IoT is a suite of technologies and applications that equip devices and locations to generate 
all kinds of information – and to connect those devices and locations for instant data analysis 
and, ideally, “smart” action. Conceptually, the IoT implies physical objects being able to utilize 
the Internet backbone to communicate data about their condition, position, or other attributes.5 
 
Creating and Capturing Value 
The IoT focuses on the aggregation and use of information from several sources. Information, 
however, creates value only when it is utilized for modifying future action in beneficial ways. 
Ideally, this modified action gives rise to new information, allowing the learning process to 
continue. Information can then create value not in a linear value chain of process steps but, 
rather, in a never-ending process. One way of capturing this process is as an Information Value 
Cycle (IVC) with discrete but connected stages (figure 1). 

 
For information to complete the cycle and create value, it passes through the cycle’s stages, 
each enabled by specific technologies.6 It starts with everyday business activities that generate 
data. This data is captured by sensors (attached to devices), creating information as a result, 
along an array of dimensions from vibration to humidity to movement, and beyond. Such 
information is communicated via a network, aggregated, and analyzed, leading to insights. 
These insights—sometimes called “augmented intelligence”—may then either enable 
automated action or shape human decisions (“augmented behavior”) in a manner leading to 
improved, more competitive business operations, thereby completing the cycle.7  
 
 
 



Characterizing the IoT Market Structure 
When one thinks at a very high level, IoT market segments can be generally divided into three 
broad categories: enterprise/industrial, consumer and services/public sector. Each of these 
segments is marked by distinct characteristics and market opportunities (Table 1). 
 

 
The enterprise/industrial segment involves relatively complex and rich data sets and far fewer 
devices relative to the consumer segment. The enterprise/industrial segment tends to also be 
driven by manufacturing operations and product development within a relatively private cloud 
environment. In contrast, the consumer segment is typically rooted in customer experience and 
a more public cloud environment. The services/public sector segment is generally something of 
a hybrid between the other two segments in terms of richness and complexity of data, number 
of devices and a bias toward a particular cloud environment, although it tends to bear a closer 
resemblance to the consumer segment in terms of experience-driven use cases. 
 



The fastest growing IoT segment appears to be enterprise/industrial, projected to capture 
slightly more than half of global IoT spending by the end of 2020. A particularly strong driver of 
growth in IoT spending within the enterprise/industrial segment is digital supply network (DSN) 
applications. While there is a host of DSN use cases that is driving IoT spending within the 
enterprise/industrial segment, four seem to stand out in particular: 
• Condition-based monitoring/predictive maintenance: Monitoring and continuously 

evaluating key performance parameters of capital assets and, in the process, leveraging 
advanced analytics to predict failures before they occur. 

• Asset tracking: Tracking location and movement of assets and/or materials using location-
based sensors, enabling real-time reporting and optimization of system performance. 

• Dynamic routing and scheduling: Enhancing the productivity of both individual units and 
broad networks using deep and broad insights derived from aspects such as visibility on 
conditions and performance in real time 

• Asset and process optimization: Evaluating and monitoring operational data and ambient 
conditions of critical assets and processes in real time to optimize performance and safety 
manufacturing is a substantial driver of spending within the enterprise/industrial IoT space 
and overall IoT spending.8 This may be attributed to Industry 4.0 and the ensuing wave of 
digital transformations that will likely drive significant demand for IoT capabilities across a 
broad spectrum of services within manufacturing. Other key sectors driving 
enterprise/industrial IoT include oil & gas, power & utilities, life sciences/health care and 
transportation. 
 

 



Quantifying the IoT Market Potential 
The IoT is a complex ecosystem and there are different approaches to its market sizing. One of 
the common ways of describing the market is in terms of connected devices. In 2016, the 
number of IoT-connected devices was estimated at 18 billion units and is expected to grow at 
approximately 15% CAGR to reach about 31 billion units by the end of 2020.9 Other estimates 
place the projected number of connected devices at somewhat less than this figure. 
 
Alternatively and without regard to the end-use segment, the IoT market can be characterized 
in terms of four categories of products – device hardware, systems integration, network 
connectivity and platforms/applications/cloud solutions.10 These four categories taken together 
(which comprise the global IoT market) had an estimated market value of $0.4 trillion in 2015, 
and is forecasted to expand at approximately at a 20% compound annual growth rate (CAGR) to 
reach around $1.1 trillion in 2020 (Figure 2).11 As mentioned, the enterprise/industrial sector is 
expected to account for by far the largest share of this global IoT market in 2020 at about 50 to 
60% of total spending.12  
 

 
 
While some key factors seem to be driving the growth of the IoT, we should be mindful of some 
of the issues hindering IoT applications, and their corresponding potential solutions. Table 2 
offers a set of some of the technical challenges that confront continued IoT development. 
 
 
 



 
 
Managing a range of complex protocols, interfaces, hardware and standards from around the 
world can be daunting for an organization dealing with connected platform products (IoT). 



Organizations often feel like they are drowning in a sea of different domains such as hardware, 
firmware, web, mobile and cloud, which ultimately becomes a roadblock for their usual 
business. Typical challenges in IoT security testing faced by organizations are highlighted below. 
 

Component  Typical challenges 

Increase in 
Adoption 

Increased adoption of IOT enabled devices across various 
industries and sectors. 

Increase in adoption of Cloud-based solutions in various 
industries and sectors. 

Increase in Security 
and Privacy 
Concerns 

Increasing concerns relating to security of devices and data 
privacy in the connected world. 
Increase in cyber-attacks and targeted attacks on IoT devices and 
solutions. 

Inadequate Security 
Measures 

Lack of inherent security and privacy measures embedded into 
IoT devices and services. 

Lack of knowledge of reliable industry standards and regulations 
relating to IoT device security compliance. 

Insufficient 
Expertise  

Lack of knowledge of protocols and interfaces used in IoT 
devices and products. 

Lack of professionals with sufficient experience or knowledge of 
IoT and security embedded design principles. 

 
Key Considerations for Organizations 
The IoT is emerging as an important digital transformation technology irrespective of industry, 
business function or geography. Costs associated with data collection, transfer, processing, 
storage and computing have together come down to a point where they can drive significant 
mainstream IoT applications. With fast-evolving and expanding applications, the IoT seems to 
be shaping into an increasingly complex ecosystem that offers opportunities of value creation 
and capture for different stakeholders, including individuals, societies, companies, consortia 
and governments. As such, the IoT is increasingly influencing the way we run businesses and 
live our lives. Additionally, the IoT is also expected to drive and support a number of related yet 
different technologies such as augmented/virtual reality, automation and robotics. 
 
All of this said, however, organizations should bear in mind that “connectivity” in and of itself is 
not a strategy that necessarily provides real business value. Unfortunately, many IoT initiatives 
end up being “shiny” solutions in search of a problem, concepts that have popular appeal but 
don’t deliver real-world value. And organizations should be focusing on IoT initiatives that 
create real business value, not just connecting stuff for the sake of connecting stuff. 
Indeed, the real power of the IoT likely resides in harnessing its incredible potential in solving 
real problems and, in so doing, creating real business value. From asset monitoring and 
predictive maintenance to fleet management and logistics to smart supply chains to smart 
mobility and well beyond, the IoT – when used strategically – can help solve some of the most 
nettlesome challenges that organizations of all kinds face today. As IoT applications are evolving 



with each passing day, companies may wish to think through their current and future strategic 
positioning and build product and service offerings accordingly. 
 
And toward that end, companies can adopt a commonsense approach in implementing IoT 
solutions successfully. First, companies should think big. Push the envelope in developing an 
ambitious and forward-looking IoT vision that cuts across organizational silos. Second, 
companies should actually start small. Target the most promising opportunity areas, launch 
small and swiftly and go for the rapid wins. Third, companies should scale fast. Once an IoT 
initiative is proven successful, companies should scale up quickly to maximize benefits. Finally, 
companies should consider turnkey solutions that may help to jump-start the process – 
solutions that are geared toward a particular industry or business application in line with the  
organization’s objectives. 
 
There is no magic formula when it comes to successful IoT implementation. But companies that 
know what they want to achieve in relying on the IoT – and approach it with a vision that is 
grounded in real-world issues – may very well have a leg up in achieving strategic objectives. 
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