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Editorial
This issue is dedicated to the theme of cybersecurity, which is the practice of defending
computers, servers, mobile devices, electronic systems, networks and data from malicious
attacks, error and disruption. We are all affected by cybersecurity in one way or another. The
extent to which we are affected is in direct proportion to our dependence on the internet,
whether for use in business or personal reasons.
Moving the workplace from the office to the home – one of the most noticeable aspects of the
pandemic – has had a major impact on cybersecurity risk because people working at home are
often using their own personal computers in their home environment and using public
networks for internet access, usually with no attempt to tighten the normal security for those
networks.
In addition to the less secure environment people usually have at home, there are issues arising
from the growing numbers of internet connected devices (IoT) such as TVs, security systems
and appliances that present their own security risks. The articles in this issue address these
concerns.
All indications are that some of the changes made in the use of technology during the pandemic
will survive as part of the “new normal,” particularly those involving more work at home and
more distance work including meetings, webinars and conferences. Many individuals,
companies and organizations were not prepared to deal with the cybersecurity issues that have
arisen and will continue to arise. In the next issue, we will explore this “new normal” world, one
that promises to be quite different from the past and present.

Gerald Trites,
Editor in Chief
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In Their Own Words…
How Accountants Can Help Protect You from Cybersecurity Threats
By Gundi Jeffrey, Managing Editor

Gundi Jeffrey, Managing Editor of ThinkTWENTY20, is an awardwinning business journalist specializing in writing about the
accounting profession for various publications in Canada and
England.

Our businesses and organizations are bombarded with incidents of ransomware, malware,
adware, phishing and many other types of scams and cyber attacks. And we use a wide variety
of access controls, including SIEM (security information and event management) approaches,
firewalls, IDs, IPs, proxies, PKI (public key infrastructure) services and a ton of software
programs claiming to protect our networks and IT systems. And yet, one wonders, if there are
so many solutions out there and so many expert security advisers, why are there still so many
security breaches?

Organizations should develop a plan for attracting,
growing and retaining cybersecurity and privacy talent
in an increasingly competitive market.
Accounting firms and specialized boutique consulting firms have stepped into the fray to offer
their solutions to the cybersecurity problems plaguing both individuals and companies
throughout the world. Between them, they offer a wide range of services, including but not
limited to:
● Pre-breach security assessments. Includes social engineering and phishing tests,
vulnerability tests, penetration testing, web and application testing, security posture
assessment against National Institute of Standards and Technology (NIST), International
Organization for Standardization (ISO) and other frameworks, the Supervisory Control &
Data Acquisition System (SCADA) and embedded tests, as well as the Internet of Things (IoT)
security assessments.
● Strategy, Transformation & Risk: Developing business-focused strategies and programs that
support growth and agility by making cybersecurity, privacy and financial crime an
enterprise-wide priority.
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● Compliance Planning. For audit and assurance engagements.
● Offensive Security: Vulnerability assessment, penetration testing, configuration reviews, etc.
● Implementation & Operations: Designing, implementing, operating and optimizing the use
of cybersecurity, privacy and financial crime technologies.
● Data Protection: privacy, incident response management, etc.
● Digital Forensics.
● Crisis Management: Managing impact to the businesses from emerging threats by
identifying, preparing, responding, investigating and remediating threats.
● Security Implementation and Operations.

In short, they help plan to make and keep you safe and, if the worst happens, help you recover
and plan for the future. What does all this involve? Here’s a detailed take three of Canada’s
accounting firms, as well as one specialized consultant, have on this issue. And, given the multifaceted impact that Covid 19 has had on the economy and businesses of the entire world, the
issue has become even more important in recent months.
ThinkTWENTY20 spoke with Sajith Nair, Partner, Cybersecurity & Privacy, PwC Canada; Vivek
Gupta, National Leader, Cybersecurity & Forensic Technology Services, BDO Canada LLP; Blair
Brown, Director, Cybersecurity and Compliance, Baker Tilly KDN; and Theresa Azari, the
principal consultant of Vancouver-based Veritus Consulting Services. Although the article that
follows is long, it is packed with useful, detailed information for just about anyone operating in
today’s cyber-infused world.
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ThinkTwenty20: What do you consider to be the biggest cybersecurity threats to the majority of
your clients?
Sajith Nair: Based on years of experience doing proactive and reactive work for our clients,
there are four main types of cyber threats. The underlying
technical methods across these threats are often similar; the key
difference is their motivation and what they might target.
•
Nation states are looking for economic, political or military
advantage and, therefore, often target critical infrastructure
providers (e.g., banks, utilities, telcos, transportation) or
organizations that may hold data of importance to them (e.g.,
research institutions, governments).
• Organized criminals are looking for immediate financial gain so they will target
organizations to steal personally identifiable information (customer or employee), extort
using ransomware, commit wire transfer frauds, or steal credentials (customer or
employee).
• Hacktivists are looking to influence political and/or social change, so they specifically target
certain businesses or government organizations to embarrass them by stealing data or
disrupting business operations.
• Insiders are driven by personal advantage, monetary gain, professional revenge and so they
either steal data, commit fraud or cause business disruption. Insiders increasingly are also
bribed or coerced by the other threat actors listed above to assist them.
Vivek Gupta: I believe that the biggest cyber security threat for any organization is the weakest
link in their cyber defence program, the “people” component.
Organizations can spend thousands of dollars on the latest and
greatest technology to protect their assets but, even with this in
place, they are only as secure as their weakest link, their people.
Employees/contractors may inadvertently fall victim to cyber
attacks by clicking on a link in phishing email, unknowingly
disclosing sensitive information, visiting a malicious website,
sharing their credentials with others, wiring money to a fraudulent bank account or using
personal devices to access and store company data. An inside employee may also become
disgruntled (due to lack of promotion, poor performance review, conflicts with management,
etc.) and may be motivated to cause harm to their organization.
Blair Brown: Ransomware, directed phishing attacks, malware free attacks and supply chain
attacks are continuing to increase. Additionally, a growing concern is the risk presented by
internal data leakage. These attacks were on the rise prior to the pandemic, but the risk has
only increased with the distribution of the workforce and the rush to implement telecommuting
options. This risk is particularly high among smaller clients who have limited IT resources. We
identified these as emerging concerns and have been very proactive in advising clients on how
to manage these risks.
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Theresa Azari: The way I see it, social engineering and third-party vulnerabilities (especially in
the cloud) are huge concerns for my clients.
ThinkTWENTY20: And would those be the same type of threats
you, as an accounting, auditing and consulting firm would
face? Or are there different threats for your type of business?
Nair: As one of the world's largest professional services
companies, we face similar types of threats as those of our clients globally as we become an
extended part of their business ecosystem.
Gupta: Our assets, services, sensitive data and technology may differ from other organizations
such as a manufacturing or utilities company; however, we face similar threats, such as denial
of service attacks (causing service disruption), data breach or compromise, ransomware and
insider threats, to name a few. What does differ from business to business are the financial,
operational and reputational impacts of a successful cyber attack. For example, if a power
generation company gets hit with a cyberattack, it could have severe consequences for
employee safety, as well as leaving thousands without heat/electricity, and numerous other
legal and regulatory ramifications.

When more employees are working remotely
from home, we need to be mindful about
extending good security practices beyond the
traditional corporate infrastructure.
Brown: As an organization, we face the same threat spectrum as our clients and we remain
sensitive to the risk. As we have seen with the recent security incidents at MNP and Desjardin,
firms in this sector are targets.
Theresa Azari: Yes, they are the same. Despite the different line of business, we have access to
highly sensitive data that cyber criminals want to steal.
ThinkTWENTY20: Can you offer an example or two of a client’s (unnamed of course) data hack
or a malicious cyberattack and the resulting damage caused?
Nair: We have seen all kinds of breaches relating to the four most common types of threats
discussed above. The top three reasons for the breaches in most cases were:
● Bad technology hygiene. This includes an attacker exploiting unpatched systems, legacy
systems, poorly designed applications and networks, or unmanaged assets.
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● Weak credential management. This includes an attacker using weak credentials to gain
access to systems due to failure to use multifactor authentication, insufficient password
controls and a lack of ongoing automated rotation of cryptographic keys, passwords and
certificates.
● Human factor. This includes an attacker bribing or coercing an insider to willingly assist
them or tricking an insider (e.g. phishing) to unwittingly assist with a breach.

The damage to our clients in each case has ranged from financial loss, brand damage, employee
morale and productivity issues, missed business opportunities, regulatory penalties to, in very
extreme cases, legal actions.
Gupta: We do have some clients that have reached out to us in a state of panic because they
fell prey to a ransomware attack. The stories are usually the same: an unsuspecting employee
opens an attachment received from a legitimate looking sender (usually impersonating
someone in a position of authority) and their systems are instantly encrypted. A hacker is
demanding payment or “ransom” to allow access to be regained and they don’t know what to
do. Depending on their incident response or backup and recovery strategies, they may not be
able to successfully restore production systems, resulting in data loss and the inability to
provide services to their customers. In some cases, organizations have to resort to using paper
files until their systems can be re-built. The financial, reputational and operational implications
of such attacks can be significant.
Brown: In one case, we were asked to help assess why a large law firm was facing a constant
barrage of external attacks, despite having an extremely strong intrusion prevention and
detection system (IPS) and enhanced perimeter defences. They kept getting attacked and the
attack vectors and type of attacks kept changing in an extremely rapid manner – as soon as one
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type and manner of attack was detected using their defence systems, the attack would morph
and change. Occasionally, there would be multiple attacks.
The level and sophistication of the attacks pointed to a rogue state actor. After consultations
with the RCMP, we collectively realized it was a state actor. We traced the start of the attacks

Why, if there are so many solutions out there and so
many expert security advisers, are there still so many
security breaches?
to a specific time frame and, after a thorough internal and external forensic analysis of events
at the start, we realized that one of the leading partners at the firm was engaged with a client
that had a string of litigation proceedings against a powerful figure in a state government. Once
that was brought to the attention of the managing partner, the firm removed itself from
dealings with the client and the attacks stopped.
The level, speed and sophistication of the attacks was unlike anything we or the RCMP cyber
team had experienced before. We are thankful that such types of attacks are extremely
uncommon, but they can lead to a lot of disruption, loss of earnings and major reputation
damage.
More directly related to the COVID crisis, we recently had a situation within a company where a
senior executive’s account password was compromised through an attack against a social
media application. Two-factor authentication was enabled on the company’s sensitive systems,
but not on the email account (since corrected).
The attacker used the credentials to gain access to email and create directed and highly
plausible emails to financial staff directing a transfer of funds to an overseas account.
Fortunately, this occurred as staff were beginning to work on site and were not working
remotely due to COVID. We were alerted immediately and traced the email chain, identified the
scope and were able to lock down affected accounts before the funds were transferred or any
other action could occur.
Theresa Azari: One of my clients was recently the victim of a social engineering attack. The
cyber criminals managed to obtain access to PII data due to a vulnerability in the
environment. This enabled them to impersonate an authorized source, in an attempt to
transfer funds to another destination.
ThinkTWENTY20: What are the most common steps your clients should take to protect
themselves? Are you seeing good security strategies?
Nair: We are seeing our progressive clients take a combination of strategies:
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● Adopt a comprehensive cyber risk management program. The program should address
specific risks and digital crown jewels for the business, identify how management keeps
current with new threats and include a tested cyber-incident response plan that contains
robust communication and brand-management protocols.
● Grow through secure digital transformation. Many organizations are transforming their
business model by using emerging technologies (e.g., artificial intelligence, industrial
systems, robotics, Internet of Things and 5G) to develop new products or automate their
operations. It’s important to understand the new threats and vulnerabilities this will
introduce and design transformation strategies with security in mind from the start.
● Use data with confidence. Growing privacy regulations are creating doubts as organizations
use data, resulting in missed business opportunities or regulatory breaches. Organizations
that integrate privacy and data ethics as core principles in their enterprise data strategy and
governance can use data with confidence to create new opportunities.
● Unite your lines of defense. As security, financial crime, safety, reliability, privacy and data
ethics become increasingly intertwined, leading organizations are taking a proactive
approach to build digital trust. They’re integrating their traditionally siloed strategies so
they can innovate with speed and confidence.
● Develop a talent and upskilling plan. Organizations will need access to the right talent. They
should develop a plan for attracting, growing and retaining cybersecurity and privacy talent
in an increasingly competitive market. This should include partnerships with academia,
industry associations and service providers. Organizations should also upskill their front-line
business and technology teams to manage digital risks closer to where they occur, and not
rely solely on their cybersecurity and privacy functions.
Gupta: We recommend investing in a strong cyber security training and awareness program
that educates employees about the latest cyber security risks and threats on an ongoing basis.
In addition, it is critical to make sure you have the fundamental controls in place. As an
example, enforce strong password controls (using Multi-Factor Authentication, when available),
apply patching and system updates regularly, know the assets connecting and being used on
your network, install anti-virus software, practise the principle of least privilege when providing
access, perform regular backups
and know your third-party
suppliers. Planning is also critical
for organizations; Business
Continuity, Disaster Recovery and
Incident Response Plans should be
developed and reviewed/tested
to allow the timely response and
recovery from a cyber attack or
service-impacting incident.
We are seeing various strategies with respect to cyber security depending on the size of the
organization. No matter the size of an entity, strong security strategies are closely aligned with
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business objectives and start with a risk-based approach to identify the likelihood and impact of
potential threats and risks. The results allow organizations to prioritize what they protect and
how they plan on protecting their critical data, systems, services, using people, processes and
technologies.
Brown: We advise our clients on how to achieve compliance, security and risk mitigation
through the strategic application of a program of balanced and cost-effective governance and
best practice technical controls, such as NIST, COBIT, PCI, etc.
Planning starts from a position of zero trust; this focuses efforts on the controls required to
meet operational requirements and access the data most important to the client. By applying
controls against endpoints, users, data access, etc. the kill chain of many common attacks can
be broken and the client protected. A program is built from this perspective to meet the client
needs and effectively mitigate the risk.
Critical to this process are the implementation of an ongoing program of security awareness for
all staff and, from a technical perspective, a strong vulnerability management and incident
response program.
Theresa Azari: Organizations can protect themselves by practising good security hygiene –
provide security awareness and role-based training to all personnel (security is everyone's job,
not just that of the security folks); routinely scan your network for vulnerabilities and patch
them in a timely manner according to CVE severity (know where you have holes and fix them
fast); leverage industry frameworks and guidance, such as NIST CSF, CIS Top 20 controls to
create, deploy and maintain a robust security program. Security strategies are getting better as
senior leaders realize that breaches are accelerating at an unprecedented pace and rigour (it's
not a matter of "if," it's a matter of "when").
ThinkTWENTY20: I have been reading that Covid 19 has ramped up this subject, as it seems to
have spawned several new types of risks and threats to corporate cybersecurity. What
specifically do we need to look out for?
Nair: We have seen organizations take several actions to manage the threats in the COVID-19
pandemic environment, including:
● Additional user awareness focusing on secure remote working practices, educating staff
COVID-19 themed phishing campaigns and scams and targeted awareness for high-risk
functions that handle financial transactions or access high volumes of sensitive data.
● Enhanced insider threat risk management focusing on administrative users, users with
access to large volumes of data and users where historically physical controls were used for
data protection (e.g., contact centres).
● Enhanced technology controls related to remote access and user endpoints.
● Enhanced monitoring focusing on unsanctioned cloud services, critical third parties
(suppliers/vendors) and monitoring for COVID-19 themed attack campaigns.
● Enhanced customer authentication to digital services (e.g., step-up conditional access).
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Gupta: The Coronavirus swept across the globe in early 2020 and forced companies to move
from an onsite/office working model to a remote/work from home model in order to protect
the health and well-being of employees and the general public. Information technology
departments were forced to rapidly respond and implement solutions that enabled employees
to have the same access (resource, utilities and services) as they did prior to working remotely.
A consequence of this rapid shift was that IT departments potentially prioritized connectivity or
security and, as a result, existing security protections may have either been bypassed or
disabled.
Ordinarily, a shift in operating models would require months of planning but, in this case,
organizations did not have this luxury. At the same time, cyber criminals are increasing attacks
under the guise of the Coronavirus pandemic. We have seen examples of fraudsters posing as:
cleaning companies, charities, financial advisors and government agencies. Although the risks
are not new, they are exacerbated by the mental stress people are under because of the
pandemic and the fact they may be using home-based networks that do not typically have the
same protections as an office environment. Employees may be using personal PCs (shared
among other individuals in their household) and mobile devices to access information and
perform work functions.
Brown: Many employees are currently working from home networks, which typically tend to be
less secure than corporate networks. This has led to an increase in attacks against individual
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home networks in the hope of compromising the home machine and using that as a launch pad
to try to penetrate the corporate network or simply to phish and spoof emails to execute
transactions or instructions to transfer value to the hackers’ accounts.
The FBI has identified a 400% increase in reported attacks. What we have commonly seen is
COVID being used as premise or pretense for these attacks. Examples include:
•
•
•
•

Elevated focus on underfunded or under resourced enterprises.
Elevated phishing attempts with a COVID theme.
Increased attacks against the public sector and health institutions.
Increased attacks directed against manufacturing and the supply chain.

Clients need to be very aware of this activity and guard against very directed and plausible
campaigns taking advantage of the pandemic and a remote workforce.
Theresa Azari: The shift to working from home has significantly increased cyber risks and an
organization's ability to scale up their infrastructure to manage the higher volume and new
forms of data flows.
ThinkTWENTY20: What steps should companies take to protect themselves with employees
working at home?
Nair: We have seen organizations take several actions to manage risks from remote working:
● Ensuring on-premise security controls still apply to systems when staff are not on the
internal network.
● Monitoring for shadow IT and moving staff toward approved solutions.
● Ensuring remote access systems are fully patched and securely configured.
● Monitoring remote access systems, email and Active Directory for anomalous logins.
● Monitoring and reacting to issues encountered by staff with remote working.
● Educating and supporting staff to work safely and securely from home.
● Reviewing tactical actions and retrospectively implementing key security controls which
may have been overlooked to enable remote working in haste during early days of
pandemic.
● Ensuring remote access systems are sufficiently resilient to withstand DDOS attacks.
Gupta: As a starting point, remote access management policies and procedures should be
reviewed, updated, and technical protections such as multi factor authentication (MFA), virtual
private network (VPN), and internet protocol (IP) restrictions should be implemented. These
updates, along with awareness training around the risks, threats and best practices, should be
delivered to personnel. Devices used by employees should have the latest patches/updates,
and be equipped with end-point protections (anti-virus/malware) and restrictions to prevent
unauthorized software installation and the transfer of data. It is also critical that companies
understand and review who has access to sensitive or confidential information and that this is
performed at the network level to identify any suspicious activities. Employees should also be
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provided with incident response procedures and contact information for IT support/help desk
personnel in the event they need to report an issue or unforeseen event.
Brown: In my opinion, a solid strategy would be for them to engage with their IT staff or
managed service provider to implement
the best practices outlined in the CIS
Basic and Foundational Controls.
If you consider that, as a defender, your
objective is to stop the adversary, to
break the kill chain, then in many cases
some very straightforward and low-cost
controls can be highly effective. In
addition to a strong security awareness
program, simple best practices such as:
whitelisting of software to restrict
installation and execution; securing and hardening your images to reduce the attack surface;
patch software; establish baselines so you can identify good from bad; controll administrative
accounts and strengthen passwords; better yet, add in two-factor authentication. All of these
can significantly stop or restrict an attacker.
Theresa Azari: In an era when more employees are working remotely from home, we need to
be mindful about extending good security practices beyond the traditional corporate
infrastructure. This would include solid security protocols for employees who may be using
their personal devices for work (BYOD); ensuring that remote access and correspondences are
secure (encryption – VPN) and authenticated before access is authorized (multi-factor
authentication, strong passwords); activat strong login credentials by default (remember Zoom
bombing?); and be extra vigilant of threat actors to reach out remotely (exercise caution when
opening attachments, validating the identity of the source before providing data). Now, more
than ever, there needs to be transparent and executive level oversight (CISO or equivalent) to
ensure successful implementation.
ThinkTWENTY20: Are the new security policies driven by the COVID-19 work-at-home situation
likely to impinge on personal privacy of employees?
Nair: Privacy should never be a barrier to drive business or security objectives. Instead, it
should serve to bolster them, but that requires building privacy into the design of your people,
process and technology upfront.
There are a host of privacy concerns that come up with the new world of work-at-home driven
by COVID-19 and an eventual return-to-work. These emerging privacy issues include:
● Proactively monitoring employees working at home to ensure compliance with security
policies and to assess productivity.
● Screening employee health status prior to an employee returning to the workplace to

14

maintain a safe work environment.
● Tracing employee information to identify if you have come into contact with an infected
person and to minimize the spread (“contact tracing”).
Despite a patchwork of privacy rules around the world, what is consistent is that they are based
on core privacy principles and should not inhibit the ability to process data in the fight against
COVID-19. Ensure, for example, that you use personal information only for legitimate,
reasonable and proportionate purposes, with clear legal authority and transparency on why
you are collecting this information, such as through an employee notice or privacy policy.
If anything, the current pandemic has highlighted the importance of employee privacy, which in
some countries such as Canada has arguably taken a back-seat for many years to customer
personal information protection.

Even when organizations spend thousands of dollars
on the latest and greatest technology to protect their
assets, they are only as secure as their weakest link,
their people.
Gupta: As a result of the COVID-19 pandemic, most employees were required to work from
(WFH), and supervisors/managers could not physically see their employees and understand
what work was being performed or to what extent. Questions started to arise around
productivity within vs. outside of the office. This, along with other WFH security concerns, such
as insecure laptop configurations or home networks, has increased the prevalence of remote
tracking software. The tools presently available have the ability to mirror employee activities,
take periodic screen captures and log key strokes, meaning anything they do can potentially be
tracked and recorded. The logging and monitoring of all employee activities can result in
privacy and legal ramifications as well as it can affect company culture by creating distrust
among its personnel. With insider threats being a significant risk to any organization, strong
consideration should be given prior to implementing any such tracking and monitoring
software.
Brown: The response to COVID and security has been varied across sectors and individual
organizations. Generally, we have seen larger, mature organizations effectively transition to
remote work with very little disruption. They have implemented well defined policies and
combined these with mature technical controls. This is essentially an extension of the normal
work environment and there are few, if any, impacts on personal privacy.
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The bottom line is that governance and technical controls are important and need to be
planned in advance if this issue is to be managed in a way that respects both the requirements
of employers and the rights of employees.

Theresa Azari: Not necessarily, as employees will not be divulging personal information that the
company does not already possess. In actuality, these new security practices may even help
enhance personal privacy by addressing/fixing vulnerabilities that the employee is not even
aware of (e.g., malware on their personal devices).
ThinkTWENTY20: Do you see the main threats and solutions changing over the next few years?
Will security be forever changed in a post-pandemic world?
Nair: Economic downturn combined with new ways of working will introduce new risks and
opportunities for all organizations in a post-pandemic world. Some key trends and
considerations include:
● During an economic downturn there are increased insider threats-related risk due to
employees being more likely to be disgruntled, bribed or coerced.
● Employee medical information will need to be handled in a privacy-compliant way to enable
return to work efforts.
● Organizations will need to modernize their cybersecurity functions through digitization,
analytics and automation to be more cost effective and manage headcounts.
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● The push for more services for customers via online or mobile will require organizations to
approach security, privacy and fraud risks in an integrated way, through all digital channels
to improve customer experience.
● Efforts to improve technology resilience through cloud adoption and deperimeterization of
enterprise networks will require uplift to security architecture and solutions.
● Reconfiguration of supply chain using automation and digitization (e.g., IoT, OT, 5G) will
need to consider sufficient security controls to minimize safety and reliability risks.
Gupta: The fundamental concept of information security will not change in the post pandemic
world but, as more and more organizations transform digitally and take advantage of the latest
technologies such as Internet of Things, cloud computing and artificial intelligence, the threats
will become increasingly more complex to navigate. In conjunction to this, cyber criminals are
becoming more sophisticated in their usage of various tools and techniques.
On a positive note, security solutions (Identity and Access Management, Cloud Based Data
Recovery, Security as a Service, End Point Protection, Vulnerability Scanning, etc.) are becoming
more advanced and automated, and cyber security is now a priority for most organizations.
Brown: The threat spectrum is constantly evolving, as the cyber criminals adapt their
techniques to circumvent improvements in security and seek to maximize their profits.
Methods can be expected to change as a result of advancing technology and the infusing of
artificial intelligence and machine learning into both attack and defense solutions. The
continued move toward cloud computing and the Internet of Things will only increase the
attack surface.
Theresa Azari: In a post-pandemic world under the new normal, one of the biggest challenges
will be how to balance a person's privacy with new security protocols to support physical
distancing and contact tracking mandates. We can expect that hacking activities will continue to
heighten exponentially, making it more challenging for organizations to keep up with the
change and higher risk levels. Before COVID-19, cybersecurity programs were based on
regulatory frameworks such as NIST, ISO 27001, PCI DSS, or GDPR. These frameworks will need
to evolve also in the wake of privacy considerations.
ThinkTWENTY20: With all the solutions out there, why is cybercrime still increasing
exponentially?
Nair: Cyber risks are complex and dynamic. In our 23rd PwC CEO survey, 90% of Canadian CEOs
say the increasing complexity of threats is having the greatest impact in shaping their
cybersecurity strategy. There are three important factors complicating cyber risk management:
● Drivers external to the organization, such as new threat actors and attack methods, new
technologies, geopolitical tensions and socioeconomic pressures are continuously changing
the cyber risk profile.
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● As organizations pivot toward a digital business model, exponentially more data is being
generated and shared among organizations, partners and customers, exposing them to new
vulnerabilities.
● Organizations are struggling to meet the increasing expectations of their regulators relating
to cybersecurity and privacy, especially Canadian organizations operating in multiple
jurisdictions around the world.
Gupta: Cybercriminals are harnessing the power and interconnectivity of the internet to
successfully execute attacks from anywhere in the world. Cybercriminals can launch large scale
attacks with very little investment. It’s fairly inexpensive to launch an attack. Most people today
have some sort of online presence via social media that may contain details about their
occupation, place of employment, home address, email address, etc. The combination of
businesses moving more activities online, combined with personal information being readily
available, has made it a breeding ground for cyber criminals to execute targeted attacks on
employees, superseding technical protections. In addition, scams are continuously evolving.
COVID-19 phishing emails or malicious case tracker websites are a recent example of this. As
long as cybercrime remains lucrative, it will continue to increase. It is up to all of us to remain
resilient in our fight against cybercrime.
Theresa Azari: Even with all the technology solutions out there, it's not the
magic bullet. Several factors to consider: 1) organizations fail to understand where their
security priorities should be, making it hard to clearly understand where funding should be
spent; 2) not having the right security team on board to assess, deploy and manage the right
solution for their unique environment; 3) insufficient budget – it's a challenge to get budgetary
approval to purchase these security tools when there are conflicting initiatives which also
require funding.

By applying controls against endpoints, users, data
access, etc., the kill chain of many common attacks
can be broken and the client protected.
Brown: Cybercrime will continue to increase because the valuable data, capable of being
monetized by criminals, is largely contained in a cyber environment. This is only exacerbated by
the rush to adopt cloud computing, distributed data stores, smart devices and remote
workforce practices.
There are several disturbing trends that contribute to cybercrime. The increasing sophistication
of rogue state actors and organized crime groups presents a level of capability requiring
continual diligence on the part of a defender. There is also a trend toward softer targets, such
as individuals or small and medium companies that do not have large budgets for cyber
security, because there is still a lot of money to be made from these victim groups.

18

Elevating the threat to these targets is the commodification of cybercrime tools and
technology, such as “hacking as a service,” where a customized malware or virus can be
purchased for as little as $50 on the dark web.
This question also identifies one other problem: many “solutions.” This reinforces the point that
many organizations look at security as something you buy and not something you do. They
purchase a solution, which can be effective in reducing risk; but, to be completely effective, a
solution needs to be considered within the context of the risk envelope and operate as part of a
layered program of governance, risk management and compliance.
Why is cybercrime increasing? Willie Sutton, when asked why he robbed banks, was quoted as
saying “Because that’s where the money is.” This is equally true for our cyber environments.

⚮
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Securing Confidence in a Company’s Cyber Efforts
By Jeff Ward, CPA and Don Sheehy, CPA

Jeff Ward is the National Managing Partner of BDO USA’s
Third Party Attestation practice. He has over 30 years of IT
audit-related experience and focuses primarily on
cybersecurity, public key infrastructure and encryption. He
has been active on various task force standards for both CPA
Canada and the American Institute of Certified Public
Accountants, and is the inaugural Chairman of the Missouri
CPA Society’s Transformation Task Force.
Don is a retired BIG 4 partner who consults in Canada and
the United States in PKI Assurance and Third Party SOC (and
related) reporting, having spent more than 20 years in
delivering such services. He has been involved in a number of
CPA Canada and AICPA task forces dealing with SOC
reporting, Privacy, Cybersecurity and PKI. He is currently vicechair of the CPA Canada PKI Assurance Task Force.
The World in 2020
The significant business disruption that has occurred during the coronavirus, or Covid 19, crisis
will have a major impact on how boards of directors around the globe think over the long term
about working remotely and its impact on privacy and cybersecurity.
As the pandemic creates economic uncertainty, some directors are attending frequent virtual
meetings to discuss their concerns with management. Hackers are capitalizing on coronavirus
fear with phishing campaigns and are seeking out vulnerable home networks and videoconferencing applications. Risk and audit committees, in particular, are asking executives to
spell out cybersecurity measures that their company is taking to protect data while employees
work remotely, and to develop contingency plans to address such risks. This is an emerging
trend that will only continue within the ranks of those charged with governance.
"Boards are getting in deeper," says Howard Brownstein, president of Philadelphia-based
restructuring firm Brownstein Corp. "We're not going to wait for our next quarterly meeting."
Brownstein said his boards are holding special sessions or extra committee meetings to cover
these issues. He serves on the boards of manufacturer P&F Industries Inc., education and
health-care nonprofit Merakey and a chapter of the National Association of Corporate
Directors.
Boards are balancing these concerns with longer-term issues about maintaining customers and
operations, adds Andrea Bonime-Blanc, chief executive of GEC Risk Advisory LLC, a New York-
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based firm that advises boards and executives about cybersecurity and risk management. "It's a
perfect storm of crisis and business continuity challenges."

Bonime-Blanc recommends that directors ask management for specific details about how their
company backs up data to make sure that it remains accessible during a crisis, how critical data
is protected and whether suppliers are secure. If boards don't already have baseline reporting
about these issues from before the pandemic, it will be difficult to catch up and assess how the
company is faring, she says.
According to Lorenzo Fantini, a Milan-based managing director at Boston Consulting Group,
companies are struggling to understand potential long-term effects of the pandemic because it
isn't clear if government restrictions will remain for the next few weeks or months or
potentially into next year. Directors can help management plan for different levels of virus
infection and government restrictions, he adds. Concerns will continue for the foreseeable
future as the World Health Organizations warns of a second wave of the novel coronavirus this
fall.
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Hackers are capitalizing on coronavirus fear with
phishing campaigns and are seeking out vulnerable
home networks and video-conferencing applications.
The current pandemic has put traditional supply chains to the test, causing companies to
rethink their go-forward strategy. Fantini co-authored a Boston Consulting Group report
published last month describing a hypothetical example of an automotive manufacturer that
relies on a component supplier in a location highly affected by the novel coronavirus. The
report advised the manufacturer to plan for potentially shutting its factory and to discuss
contingencies with its board.
Because of product shortages that companies are experiencing during the pandemic, board
members may become more willing to share data with governments, suppliers and other
companies because doing so could make supply chains more resilient, says Michael Hilb, a
professor of corporate governance at the University of Fribourg in Switzerland.
Product shortages rippled through supply chains after governments ordered nonessential
businesses to shut down, explains Hilb, who sits on the boards of Swiss industrial manufacturer
Klingelnberg Ltd. and the nonprofit Board Foundation. Directors have "taken a very
conservative approach, particularly in Europe, toward any kind of data sharing. That attitude
has changed or will change," he notes.
Meanwhile – Cyber Security Attacks Are Rising
Somewhere lost in the news is that cybersecurity attacks are still an ongoing battle for
companies. As we know, cybersecurity attacks continue to be on the rise and likely will be for
the foreseeable future. In fact, according to Vailmail’s 2018 Global Information Security Survey,
more than 6.4 billion fake emails are sent everyday by nation-state cyber-attack groups,
criminal cyber-attack groups and hackers worldwide. This results in the theft of over two billion
private identities and $3.5 billion in cyber damages daily. To combat the ever-growing global
cyber attacks in both the public and private sectors, the cybersecurity marketplace has
expanded to $100 billion in annual purchases of software, hardware and related cybersecurity
professional services, with a 12% Compounded Annual Growth Rate (CAGR), as reported by the
Gartner Group.
When assessing confidence and evaluating a company’s cybersecurity efforts, stakeholders are
analyzing, to some extent, steps taken by industry peers. This means that, at any given time,
risk may be measured for your peers’ businesses based on what you are doing, and vice versa.
This is called the “contagion” effect, according to a recent study conducted at North Carolina
State University, which reveals that, when one company experiences a cybersecurity breach,
other companies in the same field can also become less attractive to investors. Companies that
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are forthcoming about their cybersecurity risk management efforts, however, fare significantly
better than those that wait until it’s required.
Future Risks and Trends
So where is all of this headed? Despite the growing investment in cybersecurity, the public and
private sectors are not keeping up with needed training, policy and controls – we now see an
estimated $4.2 trillion in annual global fraud, theft and data breach damages caused by cyber
attackers; this is predicted to exceed $6 trillion in cyberattack-related damages by 2021.

No single product or service can provide a magic
solution to this multifaceted, ever-evolving and highly
complex set of global information security challenges.
Forester Research estimates that fewer than 2% of all information technology professionals
globally are educated, trained, certified and actively working as cybersecurity professionals.
Clearly, government organizations, publicly traded companies and privately owned companies
need to take the threat of cyber attacks more seriously by investing more resources in creating
an effective cyber defense. Realizing that 40% or more of cyber vulnerabilities are directly
linked to employee behaviour, per the Gartner Group’s latest studies, it is vital that
organizations focus more on their employees via cybersecurity awareness, education, training
and use of simulations to create a stronger human firewall to protect their vital digital assets.
As companies deal with the current and future risks and trends beyond 2020, it is important to
consider the following:
•

Continued Global Shortage of Cybersecurity Talent. There continues to be an on-going
under-investment in cybersecurity education, training and certification programs at the
undergraduate, graduate and continuing education levels. Combined with the incredible
increase in cyber attacks globally, this has resulted in a significant shortage of cybersecurity
professionals and related data scientists required to meet the increased cybersecurity
demands worldwide.

•

Rise of Insider Threat Cyber-Attacks. As organizations improve their overall integrated cyber
defense via enhanced investments in cybersecurity training, encryption, multi-factor
authentication, zero trust architecture, advanced data analytics, continuous diagnostics,
monitoring, detection and incident response, cyber-attackers will seek to by-pass all of the
security measures by bribing employees who have restricted access to valuable intellectual
property and key data assets in order to steal the data.

•

Expansion of IoT Cyber-Attacks. According to Symantec, the number of Internet of Things
(IoT) connected devices is estimated to rapidly increase from 10 billion devices in 2017 to
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more than 26 billion devices by the end of 2020. With the tremendous increase in the
number of such devices, it is anticipated that there will be a dramatic increase in the
number of cyber-attacks on IoT connected devices, especially medical devices.
•

Growth of Distributed Denial of Service (DDoS) Cyber-Attacks. The significant success of
DDoS cyber-attacks in the past years suggests that these cyber-attacks will continue to
increase worldwide, especially in the retail, consumer products and critical infrastructure
industries, where they have experienced the greatest impact.

•

Increase in Cyber-Impersonation Attacks and Business Email Compromise (BEC) Attacks.
During the past 18 months, the use of socially-engineered cyber impersonation attacks and
BEC attacks have grown exponentially in both number and sophistication, specifically
targeting senior executives in both government agencies and the private sector to re-direct
payments to cyber-attackers, usually intended for business partners or suppliers.

•

Exploitation of Cyber Weakest Link Attacks on Supply-Chains. With the success of cyberattacks on global supply-chains across numerous industries, including oil, gas, energy,
defense, aerospace, healthcare, manufacturing, retail and consumer products, we can
expect an increase of cyber-attacks targeting the most vulnerable organizations in supplychain networks, which are usually small business vendors/third-party suppliers, aimed at
gaining access to the intellectual property of larger organizations.

•

Lack of Empowerment in CISO Role. Too many organizations have not adequately
empowered and supported their Chief Information Security Officer (CISO) with the funding,
resources and senior executive commitment to ensure an appropriate level of cyber
defense. Most organizations continue to care far more about their network data capacity,
ease of data access and software applications than the protection of the data assets and the
resilience of the information system in facing damaging cyber attacks.

•

Increasingly Complex Cybersecurity and Data Privacy Regulatory Landscape. As companies
all strive to protect themselves and their personal identifiable information from the growing
number of cyber fraud cases and cyber data breaches, the number and complexity of new
cybersecurity and data privacy laws, regulations, standards and contractual requirements
are rapidly increasing. This results in the rise of potential civil and criminal penalties for noncompliance, including: European Union (EU) General Data Privacy Regulation (GDPR), ISO
27001 Information Security Standard, National Institute of Standards and Technology (NIST)
Cybersecurity Risk Management Framework (RMF), the Payment Card Industry (PCI) Data
Security Standard (DSS), the New York Department of Financial Services (NYDFS)’s
cybersecurity requirements for financial institutions and the California Consumer Privacy
Act (CCPA), just to name a few.

To deal with the increasing risks, companies are exploring the use of new cyber strategies
including:
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•

Growth of Zero Trust Cyber Data Architecture. Increasingly, organizations are adopting the
Zero Trust software architecture approach to thwart the damages of cyber-attacks. The
Zero Trust Architecture method is designed to create micro-perimeters within information
systems to increase data segmentation and establish micro-firewalls within the network to
reduce the ease of lateral movements by cyber attackers within an information system once
an intrusion has occurred.

•

Explosion in the Use of Machine Learning or Artificial Intelligence to Combat Cyber Attacks.
Organizations worldwide are exploring numerous use cases to implement machine learning
and/or artificial intelligence to enhance proactive cyber defense tactics and optimize cyberattack monitoring, intrusion detection and incident response capabilities.

The current pandemic has put traditional supply chains
to the test, causing companies to rethink their goforward strategy.
Effective Cyber Program Development
Cyber awareness is an entity-wide issue; unfortunately, responsibility for cyber-related efforts
oftentimes falls on IT. We often see board members – who are typically most visible to
investors – with little to no insight into their company’s cyber-related programs. According to
BDO’s recent survey of board directors, 39% said they were only somewhat or not at all familiar
with their organization’s data breach response plan. Another 37% said they were moderately
familiar. Meanwhile, when asked if their company had cyber risk requirements that third-party
vendors must comply with, 27% answered that they were not sure.
Keeping abreast of cybersecurity risk is a daunting task, so no wonder that the survey’s results
did not yield more favorable results pertaining to knowledge in this area on the part of those
charged with governance. After all, the cybersecurity marketplace has rapidly grown to a $100
billion industry, offering a wide range of cybersecurity hardware, software and professional
services. There are now an incredible number of companies offering cybersecurity technologies,
products and services, often claiming to have the solution to many of your cybersecurity needs.
Unfortunately, no single product or service can provide a magic solution to this multifaceted,
ever-evolving and highly complex set of global information security challenges.
Thus, many C-suite executives are trying to make the right investment decisions, but often they
are not well informed about the cybersecurity threats facing their organizations and all the
potential cybersecurity liabilities. Rather than investing valuable resources in protecting specific
types of high-value data, a threat-based approach to cybersecurity identifies the vulnerabilities
that a cyber-attack would likely try to exploit, and outlines measures to secure those
vulnerabilities.
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Based on one of the authors’ professional experience as BDO’s US National Managing Partner
Third Party Attestation, when board members tell stakeholders what their cyber risk looks like,
they need to be able to answer the question, “How do you know?” Just as boards receive
internal financial statements and are well-versed in how they’re tracking on sales, accounts
receivable and where their business is falling short, they should have the same level of insight
into their cybersecurity function.
When a company falls victim to a cyber breach, the most common knee-jerk reaction is to
develop an incident response plan that tackles the vulnerability at hand. A software patch, for
instance, is a quick fix, but it fails to address the broader picture. It’s critical to have a
comprehensive cybersecurity risk management program in place that aligns with overall
business strategies. It should cover asset identification all the way through to reporting and
remediation in the event of a breach. This is not to suggest that a cybersecurity risk
management should only focus on financial systems, nor is it just an IT issue.

More than 6.4 billion fake emails are sent everyday by
nation-state cyber-attack groups, criminal cyberattack groups and hackers worldwide.
So How Do Breaches Occur?
How do breaches go undetected for prolonged period of times? While there are many reasons
companies fall victim to attack, there are some common pitfalls that organizations have to
avoid, such as:
•
•
•
•
•
•
•
•
•

Selecting an unqualified individual to serve as your organization’s IT Security Director or
Chief Information Security Officer.
Underinvesting in cybersecurity education and training for the entire organization from the
top to the bottom.
Assuming your Cyber Liability Insurance Policy will fully cover the damages of a cyber data
breach.
Failing to conduct continuous cybersecurity monitoring and intrusion detection of email
systems, networks, software applications and endpoints.
Failing to conduct regular computer software vulnerability scanning and penetration
testing.
Waiting until after a cyber data breach to find, read and test your organization’s cyber
Incident Response Plan.
Failing to develop a Business Continuity Plan and Disaster Recovery Plan.
Expecting compliance with a Cybersecurity Risk Management Framework (i.e., ISO 27001,
NIST SP 800- 171, PCI-DSS, HITRUST/CSF, etc.) to prevent a cyber data breach.
Postponing implementation of a timely software patch management program.
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•

Assuming your suppliers/vendors have adequate cybersecurity.

Assessing a Cyber Risk Management Program
The C-suite worldwide is increasingly concerned about the growing risk of a massive cyber data
breach, like those encountered by Capital One, Facebook, Equifax and numerous government
agencies. Thus, C-level executives within all organizations need to understand the value of the
information assets they possess, the cybersecurity and privacy related risks, and then factor the
benefits of cybersecurity investments and risk variables into their respective business equation.
While companies have historically faced challenges in communicating with investors and other
stakeholders on their cybersecurity risk management programs, CPA Canada and the American
Institute of Certified Publc Accountants have created a service, SOC for Cybersecurity, which
provides description criteria for entities to use when assessing their cybersecurity programs.
Control criteria in place (such as NIST, ISO, Trust Services Criteria) are then evaluated to ensure
the appropriate controls for financial, operational and administrative areas are in place. The
SOC for Cybersecurity framework can be used internally for an organization and can also be
subjected to an independent third party conducted by a qualified audit firm. Although following
these guidelines for cyber reporting is a good first step, you’re lent additional credence when
you have a third party verify that you are, in fact, meeting the guidelines.
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Some companies are hesitant to go down the path of auditing their cyber efforts out of fear
that it will uncover weaknesses and shine a spotlight on non-compliance issues. But the fact is,
transparency and proactivity can help offset negative publicity and regulatory scrutiny in the
aftermath of a breach.
Whether your cyber risk is under examination due to a data breach within your organization or
a peer’s, presenting a SOC for Cyber assessment could assuage stakeholder concerns. It proves
you have met CPA Canada and the AICPA’s voluntary reporting guidelines and are proactive
about protecting your business’ and customers’ critical data assets.
All-Inclusive Strategies Work Best
Simply put, it is vital that C-suite executives adopt a threat-based cybersecurity strategy to
understand the cyber threats they are facing, and then make the right investments to mitigate
identified vulnerabilities, thereby reducing their cyber liability while also maximizing resources.
Proper cybersecurity strategies encompass the entity as a whole, need to have cross
representation among the various departments of the firm, need board support and need to be
continuously monitored and updated. After all, cybersecurity is the responsibility of everyone in
the organization.

⚮
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Cybersecurity and Safety in the 5G-Enabled Smart-Everything World
By Marin Ivezic

Marin Ivezic is a Cybersecurity & Privacy Partner in PwC Canada
focused on risks of emerging technologies. He leads PwC’s global 5G
cybersecurity efforts as well as industrial, IoT and critical
infrastructure cybersecurity services in the region.Marin worked with
critical infrastructure protection organizations in a dozen countries,
20+ of the top 100 telecom companies, and a number of technology
companies on understanding the geopolitics of 5G; uncovering asyet-unknown security and privacy risks of 5G, AI and IoT; and defining
novel security and privacy approaches to address emerging
technology risks.

Neil Harbisson calls himself a cyborg. Without the antenna implanted in his skull, he would not
be able to see colour of any kind. Born with achromatopsia, a condition of total colour
blindness that affects 1 in every 30 000 people, Harbisson’s physical faculties are augmented by
cyber technology to grant him access to a life of greater meaning and satisfaction.
As technological evolution leads to concomitant advances in medical science, we are seeing
more and more examples of humans who are integrating devices and sensors into their
biological makeup.
For some, like those part of the growing “transhumanist” movement, this is a means of artistic
expression or exploration of human potential. For others, it is a solution to a medical problem.
Either way, it represents the most vivid and personal example of what may be called a cyberphysical system (CPS).
Harbisson campaigns for greater debate around the identity and rights of people with techadapted bodies. As in any discussion of CPSs, however, a more urgent part of the conversation
should be security.

Greater, more widespread risk is found in the cyberphysical systems that will soon be ubiquitous, crucial
to the successful operation of industry and society.
In March 2019, an alert from the US Department of Homeland Security and the FDA warned
medical professionals and patients that a broad range of implanted devices, such as
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defibrillators and heart monitors, were vulnerable to hacking that could cause product
malfunction.
White-hackers had proven these concerns before, but the DHS announcement was chilling
confirmation of the threats to human life that accompany the convergence of the cyber and the
physical.
Of course, these dangers are not only seen at the
level of the private individual. Greater, more
widespread risk is found in the cyber-physical
systems that will soon be ubiquitous, crucial to
the successful operation of industry and society.
Adoption of these networks is being driven by
access to the internet of things (IoT) or, more
accurately in cases of biological integration, the
internet of everything (IoE), and is about to be
accelerated with the rollout of 5G.
Unfortunately, however, so are the risks.
What Is A Cyber-Physical System?
CPS is a broad, umbrella term for technologies that connect our physical world with the cyber
world. It describes situations in which we find a fundamental intersection of computation,
communications and physical processes without suggesting any particular implementation or
application.
In addition to IoT, the cyber-physical systems term also includes Industrial Control Systems (ICS)
– those setups that manage large-scale civil and industrial operations such as smart factories,
water supply and power production and distribution, as well as technologies such as the
Industrial Internet of Things (IIoT), robotics, drones, connected and autonomous
transportation, building management systems, connected environmental controls and a myriad
of other things. In essence, these are software-enabled collections of sensors, processors, and
control components that automate entire, or large parts of, human operations. And they are
already all around us.

The absence of regulatory protocols leaves a
huge gap as the vast majority of IoT devices are
delivered without baked-in security.
Definitions of CPSs vary and many are excellent, but one that is particularly relevant to the topic
is a definition I coined for the Cyber-Physical Systems Security Institute (CPSSI) in 1998: “Cyberphysical systems are physical or biological systems with an embedded computational core in
which a cyberattack could adversely affect physical space, potentially impacting well-being,
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lives or the environment.” This definition goes beyond a technical assessment of a system’s
makeup to recognize its potential impact on the world around that system. It identifies the
inherent threat of cyberattacks and the dangers they inevitably pose to human life.
What Could Go Wrong?
The common appreciation of threats innate to cyber-physical systems is evolving more slowly
than the technology within those systems, and more slowly than the thinking of those who wish
to use this technology to cause harm.
The installed base of Internet of Things (IoT) connected devices currently stands around 30
billion, but is expected to grow to 75.44 billion worldwide by 2025, generating 79.4 zettabytes
of data, according to IDC (That’s almost four times the amount of data that’s been created in
history).
The use of these devices in our personal lives – everything from smart phones to smart
appliances in smart homes – is already taken for granted in developed nations. Though private
individuals are becoming savvier about their exposure to uninvited surveillance through these
devices, most concerns are still centered around privacy and data security. Few people consider
the possibility of technological tools and their components being captured for employment
against them in tactile ways.
The case of vulnerable heart equipment shared earlier offers one example of how a cyberphysical attack could be lethal to individuals. Hackers have already proved that it is possible to
hijack a moving vehicle remotely, raising obvious safety concerns for the driver, but also fellow
drivers on the road. Now, imagine that same concern extrapolated across a network of selfdriving vehicles all travelling at high speed – a scenario which, as we’ll see shortly, becomes a
reality with the introduction of 5G.
This growing number of devices and their management applications connected to the IoT
represents an exponentially expanding “attack surface” available to hackers and cyberterrorists.
Unfortunately, regulations governing security of these devices and applications are
underdeveloped, non-uniform and difficult to enforce across borders, an especially pertinent
issue when equipment components are produced in one region, assembled in another and then
sold in a third or more. The absence of these regulatory protocols leaves a huge gap as the vast
majority of IoT devices are delivered without baked-in security. Even when companies do aim
to make their products secure, these endeavors are usually hampered by a lack of expertise and
constant pressure to be first-to-market.
This all translates into a perfect storm of cyber-physical threats in the private and social
spheres, but greater dangers extend to a national, even international, level where the scale of
impact is highest.
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Nation-state attacks against cyber-physical systems are becoming routine. The Stuxnet malware
incursion used to disrupt uranium enrichment in the Iranian plant at Natanz in 2010 saw the
birth of cyber-kinetic weaponry. Since then, similar attacks have been numerous, with targets
including military, civil and industrial operations.
In 2013, hackers thought to be working for a nation-state gained control of a small dam in the
US, giving them the power to release water onto the communities below (had the sluice gates
not been manually disabled).
The Dragonfly/Crouching Yeti espionage campaigns, thought to have taken place from 2011 to
2014, were attacks on targets in the aviation and defense industries in the US and Canada, as
well as various energy industry targets in the US, Spain, France, Italy, Germany, Turkey and
Poland. Similar tactics could be seen in the Ukraine in 2015, with the BlackEnergy malware
causing significant power outages.
In 2017, the US electricity grid was attacked, emphasizing what experts have known for
decades: critical systems such as national energy are constantly vulnerable to breach, with
potentially devastating consequences for hospitals and clinics, industry, transport and civil
supply services.

The Center for Strategic and International Studies (CSIS) regularly updates its list of significant
cyber incidents, with a focus on cyber attacks on government agencies, defense and high-tech
companies, or economic crimes with losses of more than a million dollars. More than 20 such
major events have been recorded in the last two months alone, with most of those attacks
having an impact on cyber-physical systems. Until 2017, I used to track cyber-kinetic incidents –
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those that have caused impacts in the real, physical world. I stopped because the number of
such attacks increased beyond my capacity to track.
The attack surface is growing. We are already seeing a post-COVID-19 drive toward greater
automation of manufacturing operations and supply chains as businesses try to mitigate the
risk of reliance on human labour. These developments rely on the creation of CPSs that require
increasingly sophisticated cybersecurity.
Most of these CPSs are built with 5G in mind. This budding technology is set to revolutionize
industry and society, facilitating the establishment of highly integrated and largely autonomous
production and distribution systems. But 5G is a two-sided coin. With its tremendous potential
comes tremendous risk.
When Cyber Becomes Physical: Securing the 5G Bridge
5G has been discussed extensively in almost every industry. It is in its infancy, already showing
impressive results, but yet to see widespread availability. It is set to redefine the possibilities of
CPSs as well as the security requirements of those systems. But the questions linking 5G and
CPSs go back some time.
On one side of the coin, the concerns. As far back as 2012, US Defense Secretary Leon Panetta
warned the Business Executives for National Security of the dangers of attacks on national
systems: “The most destructive scenarios involve cyber actors launching several attacks on our
critical infrastructure at one time, in combination with a physical attack on our country.
Attackers could also seek to disable or degrade critical military systems and communication
networks.
“The collective result of these kinds of attacks could be a cyber Pearl Harbor; an attack that
would cause physical destruction and the loss of life. In fact, it would paralyze and shock the
nation and create a new, profound sense of vulnerability.”

For the first time, smart cities will be genuinely
possible: all aspects of our lives – personal,
professional, social – connected in a continuous
stream of data creation and interpretation.
The term “cyber Pearl Harbor” was originally credited to Richard A. Clarke, former US national
coordinator for counterterrorism, in 2002. But it was even further back that another Clarke
clearly saw the other side of the 5G coin: cyber-physical systems that could transcend time and
space.
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In 1968, Stanley Kubrick invited writer Arthur C. Clarke to collaborate in the creation of the
groundbreaking epic, 2001: A Space Odyssey. The film launched Clarke to the status of pop
culture icon and indisputable futurist, though his uniquely prescient abilities were already wellestablished by then.
Of the many predictions Clarke made in his career, perhaps the most well-known was this one
from 1964, in which the author declares: “I’m perfectly serious when I suggest that one day we
may have brain surgeons in Edinburgh operating on patients in New Zealand.”
As it turned out, the surgeon and the patient were both in China. The world’s first remote brain
surgery was performed last year by Dr. Ling Zhipei, who conducted the operation by
manipulating instruments in Beijing from his location in Sanya City, 3000 kilometers away.
Though this historic event had been expected for some time, the fact that Clarke predicted it
more than 55 years ago is astonishing. What’s even more impressive, though, is the detail of
the writer’s foresight. Not only did he see remote surgery coming, but he also saw the
complications that would hamper its success. In his 1975 novel, Imperial Earth, Clarke
addresses the problem of an even slightly laggy network: “‘Hawaii’s almost exactly on the other
side of the world – which means you have to work through two comsats in series. During telesurgery, that extra time delay can be critical.’ So even on Earth, thought Duncan, the slowness
of radio waves can be a problem. A half-second lag would not matter in conversation; but
between a surgeon’s hand and eye, it might be fatal.”
Though he wouldn’t have known it then, what the writer had identified was one of the key
distinctions between 4G and 5G networks.
To take nothing away from Dr Zhipei’s skills as a surgeon, his pioneering achievement would not
have been possible without the computer, powered by a 5G network. 5G eliminates the lag and
remote-control delay typical on 4G networks. But, that is not simply because it is an upgraded
version of 4G. 5G is something entirely new. It is a momentous leap in potential. It has made
science fiction science fact.
Though many rub their hands in glee at the prospect of super-fast movie downloads and
instantly responsive gaming, the most notable impact of this technology will be through the
CPSs it facilitates. It is there that we will see technology finally having the enduring societal
impact it has promised for so long. But the halcyon image of humans living carefree in a
hyperconnected world is also misguided.
When systems are cyber-kinetic, high speed, high efficiency, AI-driven decision making and
systems autonomy are great when things are running well. But when they aren’t, people can
get hurt. Or worse.
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A New Age of Cyber…
Another soothsayer of sci-fi is William Gibson, venerated author of Neuromancer, coiner of the
term, “cyberspace” and regarded by many as a prophet of the digital age. In a recent Financial
Times interview, Gibson states, “The online/offline distinction is going to be fully generational
soon. Only old people will think of being on or off.”
The digital mystic is expressing a recurring theme that
underpins the evangelical spirit of Neil Harbisson and
other proponents of the Singularity – human and
machine are moving closer and closer to becoming one.
Though we are not yet at the stage of full cyber-bio
assimilation, the functional integration of technology
into our daily lives is already widely apparent through
the IoT.
Thanks to consistently cheaper computer chips and the ubiquity of wireless networks, the IoT is
expanding unabated. In a 5G world, the IoT will grow exponentially to a massive internet of
things (mIoT) that includes sub-domains such as the industrial internet of things (IIoT) and
critical internet of things (cIoT). The connection capacity of 5G networks will be breathtaking.
For the first time, smart cities will be genuinely possible: all aspects of our lives – personal,
professional, social – connected in a continuous stream of data creation and interpretation.
Our homes will be “intuitively” responsive to our every whim and taste, our offices will
maximize energy efficiency and convenience, our social services will be preemptive and
evolutionary.
Fleets of autonomous vehicles directed by self-managed and self-optimizing traffic control
systems, public surveillance interfaces capable of refined facial recognition, civil management
operations ensuring that water, energy and waste processes run increasingly smoothly – these
are the anticipated fruits of a 5G world.

In return for greater convenience we are
increasingly losing the control over the related
cyber risks.
There are a couple of reasons for this. First, 5G is fast. Lightning fast. Its theoretical top speed
(20 Gbps) is up to 200 times faster than 4G. 5G’s speed is what makes it possible to download
Ultra HD movies in a matter of seconds.
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Second, 5G operates with unbelievably low latency (the time it takes for a system to receive a
response to a request). The average human reaction time to a stimulus is 250 milliseconds (ms).
Most humans perceive 100ms as instantaneous. 5G’s reaction time is between 1 and 2ms. 5G’s
super-low latency is what makes real-time instant gaming, remote surgery and driverless cars a
reality.
5G is able to produce these sensational results because it is not like anything that has come
before. Though the term “5G” is an abbreviation of “5th Generation,” this nomenclature is
deceiving. It suggests that 5G is simply an advanced form of 4G, just as 4G was a step up from
3G.
This is not the case.
Unlike previous generations, 5G is not a physical network. It is an all-software cloud-based
configuration operated through distributed digital routers. It is a decentralized system that
optimizes processing speed and power by relocating operations to the fringe.
Resting in the digital ether, built on software and managed largely by AI, 5G represents the first
widespread transcendence of physical computing and communication. Perhaps ironically, then,
it is in the physical realm where 5G’s greatest dangers lie. Though the technology itself is
agnostic, it does invite us to marry our physical lives with the cyber realm, and for all the
promises in that union, there are many threats too.
...Needs A New Age of Security
There is little doubt that cyber-physical technologies are encroaching into every aspect of our
lives and are evolving toward higher degrees of autonomy and adaptability.
With the explosion of CPSs connected through the upcoming 5G with its distributed structure,
incredible speed and negligible latency, the reality is starting not only to match, but to exceed,
the expectations of science fiction writers and futurists of past generations.
But there is an inherent tradeoff in this equation. In return for greater convenience we are
increasingly losing the control over the related cyber risks.
Unlike 3G and 4G networks, which are more centralized, 5G’s edge computing decentralizes
processing, moving it away from the “core” of the network to the data source. This is partly
what makes 5G’s sub-second latency possible, but it also restricts cyber hygiene and makes the
network harder to police. With thousands, or millions of devices on the “edge” of any
organization’s network, all making decisions at different levels of the network, all potentially
serving as attack vectors for the whole organization, cybersecurity approaches of the past are
becoming obsolete.
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With cyber risks transcending the traditional concerns of financial and reputational impact and
becoming the risks to lives, well-being or the environment, traditional cybersecurity and cyberrisk management approaches and organizational structures must be rethought.
Consumers have already proven their appetite for IoT devices. 5G will enable them to access
more at lower cost. Manufacturers will continue to meet this expansive need, until we have
exponential demand curves meeting exponential supply curves. Billions of devices with multiple
application types – the attack vectors become limitless.
As discussed, the security of these devices is unregulated, inconsistent and unreliable. Products
developed with short-term profit focus are being designed as iterative models, always released
as a minimum commercially viable product. They have no defense against cyber attacks.
Protection is almost impossible.
Hackers will always find a way, and with billions of entry points into the 5G network, that could
spell catastrophe. We simply can’t learn fast enough. As William Gibson suggests, there will be
a never-ending process of adoption and adaptation as the “street finds its own uses for things.”
The outcomes are frightening enough when one thinks of cyber attackers infiltrating our private
networks, but what about the broader implications spelled out in Panetta’s speech?
When hackers or cyber terrorists manage to compromise the systems that keep a smart city, or
smart factory, or smart port, or a country functioning, the consequences are large scale and a
threat to physical life. When water supply, power supply, traffic management, waste removal
or connectivity are disrupted, humans suffer.
Defending ourselves against these possibilities is not a negative stance, nor is it a dampener on
human progress, as some idealists would have us believe. The security of cyber-physical
systems and the 5G that connects them is possibly one of the most urgent responsibilities we
face in the coming decade.
A failure to enlist governments, regulators, private enterprises and consumers in a coordinated
approach to the cybersecure implementation of the smart-everything world could be
devastating. Not even Arthur C. Clarke could predict the results.
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An air-conditioning unit in your building begins to underperform. You are able to analyze its
performance trend through a specific duration and realize that there is a leak in the gas pipe
that’s causing the unit to work below capacity. Your process automatically raises a ticket to
your operation team’s helpdesk and you remotely prioritize and route your maintenance staff
to attend to this issue. Simultaneously, you are able to alert your A/C supplier of the
irregularity, either through email or other channels, enabling the business to keep track of
product performance over time and schedule replacements if required.

Managing a range of complex protocols, interfaces,
hardware and standards from around the world can
be daunting for an organization dealing with
connected platform products.
You see how data consolidation takes place and, by building a unified, common ground (of
sensors, gateways and platform-enabled software), and you begin to converge and derive
profitable value from both these worlds, enabling data to interact and interoperate across
legacy and newer systems. Replace the A/C with critical operational components and
machinery, and the example will hold for a seamless and automated process for either
preventing and/or detecting failures or reacting to it efficiently. All this is possible by the group
of technologies often referred to as Internet of Things (IoT)
“The Internet of Things connects people, places, and products and, in so doing, it offers
opportunities of value creation and capture for a full panoply of stakeholders. Organizations,
however, should be careful to focus on IoT initiatives that solve real business problems and
create real business value – not just connecting stuff for the sake of connecting stuff.”1
Today, it seems easy to imagine a world in which a manufacturing enterprise enjoys complete
visibility and monitoring of inventory as it enters the factory, gets processed, and leaves the
factory floor. Or (imagine) a world where it is possible to remotely track and optimize
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production asset effectiveness – through introduction, maintenance, and retirement – and even
detect system failures as they occur to maximize uptime. Or still, another world in which
products are given sensor capabilities to detect usage patterns and, on that basis, inspire still
more products and revenue streams.
It is easy to imagine these and other such worlds because it is in fact the world of smart
connectivity within which we live today, thanks to the capabilities offered by the IoT.
But it wasn’t always so easy or so “obvious.”

A Bit of History
In 1991, long before anyone ever used the term “Internet of Things,” Mark Weiser, chief
scientist at Xerox, imagined a world of “ubiquitous computing” in which all objects could sense,
communicate, analyze and act with respect to other objects and people.2 But it was only in
1999 that the term “Internet of Things” was coined by Kevin Ashton, a technologist specializing
in sensors and radio-frequency identification (RFID) tags.3 Over the years since then, we have
witnessed various IoT applications evolve from concept to fruition across the full range of
industries and use cases.4
This primer provides an overview of the IoT: its market space, key drivers, underlying
challenges, potential solutions and the business value it creates. The piece is intended to help
readers understand at a high level why they should proceed in considering the technology's
current and potential business applications and associated benefits and outcomes.
There are several definitions of the IoT in technical literature and popular media:
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The IoT is a suite of technologies and applications that equip devices and locations to generate
all kinds of information – and to connect those devices and locations for instant data analysis
and, ideally, “smart” action. Conceptually, the IoT implies physical objects being able to utilize
the Internet backbone to communicate data about their condition, position, or other attributes.5
Creating and Capturing Value
The IoT focuses on the aggregation and use of information from several sources. Information,
however, creates value only when it is utilized for modifying future action in beneficial ways.
Ideally, this modified action gives rise to new information, allowing the learning process to
continue. Information can then create value not in a linear value chain of process steps but,
rather, in a never-ending process. One way of capturing this process is as an Information Value
Cycle (IVC) with discrete but connected stages (figure 1).

For information to complete the cycle and create value, it passes through the cycle’s stages,
each enabled by specific technologies.6 It starts with everyday business activities that generate
data. This data is captured by sensors (attached to devices), creating information as a result,
along an array of dimensions from vibration to humidity to movement, and beyond. Such
information is communicated via a network, aggregated, and analyzed, leading to insights.
These insights—sometimes called “augmented intelligence”—may then either enable
automated action or shape human decisions (“augmented behavior”) in a manner leading to
improved, more competitive business operations, thereby completing the cycle.7
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Characterizing the IoT Market Structure
When one thinks at a very high level, IoT market segments can be generally divided into three
broad categories: enterprise/industrial, consumer and services/public sector. Each of these
segments is marked by distinct characteristics and market opportunities (Table 1).

The enterprise/industrial segment involves relatively complex and rich data sets and far fewer
devices relative to the consumer segment. The enterprise/industrial segment tends to also be
driven by manufacturing operations and product development within a relatively private cloud
environment. In contrast, the consumer segment is typically rooted in customer experience and
a more public cloud environment. The services/public sector segment is generally something of
a hybrid between the other two segments in terms of richness and complexity of data, number
of devices and a bias toward a particular cloud environment, although it tends to bear a closer
resemblance to the consumer segment in terms of experience-driven use cases.
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The fastest growing IoT segment appears to be enterprise/industrial, projected to capture
slightly more than half of global IoT spending by the end of 2020. A particularly strong driver of
growth in IoT spending within the enterprise/industrial segment is digital supply network (DSN)
applications. While there is a host of DSN use cases that is driving IoT spending within the
enterprise/industrial segment, four seem to stand out in particular:
• Condition-based monitoring/predictive maintenance: Monitoring and continuously
evaluating key performance parameters of capital assets and, in the process, leveraging
advanced analytics to predict failures before they occur.
• Asset tracking: Tracking location and movement of assets and/or materials using locationbased sensors, enabling real-time reporting and optimization of system performance.
• Dynamic routing and scheduling: Enhancing the productivity of both individual units and
broad networks using deep and broad insights derived from aspects such as visibility on
conditions and performance in real time
• Asset and process optimization: Evaluating and monitoring operational data and ambient
conditions of critical assets and processes in real time to optimize performance and safety
manufacturing is a substantial driver of spending within the enterprise/industrial IoT space
and overall IoT spending.8 This may be attributed to Industry 4.0 and the ensuing wave of
digital transformations that will likely drive significant demand for IoT capabilities across a
broad spectrum of services within manufacturing. Other key sectors driving
enterprise/industrial IoT include oil & gas, power & utilities, life sciences/health care and
transportation.
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Quantifying the IoT Market Potential
The IoT is a complex ecosystem and there are different approaches to its market sizing. One of
the common ways of describing the market is in terms of connected devices. In 2016, the
number of IoT-connected devices was estimated at 18 billion units and is expected to grow at
approximately 15% CAGR to reach about 31 billion units by the end of 2020.9 Other estimates
place the projected number of connected devices at somewhat less than this figure.
Alternatively and without regard to the end-use segment, the IoT market can be characterized
in terms of four categories of products – device hardware, systems integration, network
connectivity and platforms/applications/cloud solutions.10 These four categories taken together
(which comprise the global IoT market) had an estimated market value of $0.4 trillion in 2015,
and is forecasted to expand at approximately at a 20% compound annual growth rate (CAGR) to
reach around $1.1 trillion in 2020 (Figure 2).11 As mentioned, the enterprise/industrial sector is
expected to account for by far the largest share of this global IoT market in 2020 at about 50 to
60% of total spending.12

While some key factors seem to be driving the growth of the IoT, we should be mindful of some
of the issues hindering IoT applications, and their corresponding potential solutions. Table 2
offers a set of some of the technical challenges that confront continued IoT development.
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Managing a range of complex protocols, interfaces, hardware and standards from around the
world can be daunting for an organization dealing with connected platform products (IoT).

44

Organizations often feel like they are drowning in a sea of different domains such as hardware,
firmware, web, mobile and cloud, which ultimately becomes a roadblock for their usual
business. Typical challenges in IoT security testing faced by organizations are highlighted below.
Component
Increase in
Adoption

Increase in Security
and Privacy
Concerns
Inadequate Security
Measures

Insufficient
Expertise

Typical challenges
Increased adoption of IOT enabled devices across various
industries and sectors.
Increase in adoption of Cloud-based solutions in various
industries and sectors.
Increasing concerns relating to security of devices and data
privacy in the connected world.
Increase in cyber-attacks and targeted attacks on IoT devices and
solutions.
Lack of inherent security and privacy measures embedded into
IoT devices and services.
Lack of knowledge of reliable industry standards and regulations
relating to IoT device security compliance.
Lack of knowledge of protocols and interfaces used in IoT
devices and products.
Lack of professionals with sufficient experience or knowledge of
IoT and security embedded design principles.

Key Considerations for Organizations
The IoT is emerging as an important digital transformation technology irrespective of industry,
business function or geography. Costs associated with data collection, transfer, processing,
storage and computing have together come down to a point where they can drive significant
mainstream IoT applications. With fast-evolving and expanding applications, the IoT seems to
be shaping into an increasingly complex ecosystem that offers opportunities of value creation
and capture for different stakeholders, including individuals, societies, companies, consortia
and governments. As such, the IoT is increasingly influencing the way we run businesses and
live our lives. Additionally, the IoT is also expected to drive and support a number of related yet
different technologies such as augmented/virtual reality, automation and robotics.
All of this said, however, organizations should bear in mind that “connectivity” in and of itself is
not a strategy that necessarily provides real business value. Unfortunately, many IoT initiatives
end up being “shiny” solutions in search of a problem, concepts that have popular appeal but
don’t deliver real-world value. And organizations should be focusing on IoT initiatives that
create real business value, not just connecting stuff for the sake of connecting stuff.
Indeed, the real power of the IoT likely resides in harnessing its incredible potential in solving
real problems and, in so doing, creating real business value. From asset monitoring and
predictive maintenance to fleet management and logistics to smart supply chains to smart
mobility and well beyond, the IoT – when used strategically – can help solve some of the most
nettlesome challenges that organizations of all kinds face today. As IoT applications are evolving
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with each passing day, companies may wish to think through their current and future strategic
positioning and build product and service offerings accordingly.
And toward that end, companies can adopt a commonsense approach in implementing IoT
solutions successfully. First, companies should think big. Push the envelope in developing an
ambitious and forward-looking IoT vision that cuts across organizational silos. Second,
companies should actually start small. Target the most promising opportunity areas, launch
small and swiftly and go for the rapid wins. Third, companies should scale fast. Once an IoT
initiative is proven successful, companies should scale up quickly to maximize benefits. Finally,
companies should consider turnkey solutions that may help to jump-start the process –
solutions that are geared toward a particular industry or business application in line with the
organization’s objectives.
There is no magic formula when it comes to successful IoT implementation. But companies that
know what they want to achieve in relying on the IoT – and approach it with a vision that is
grounded in real-world issues – may very well have a leg up in achieving strategic objectives.
1 “The Internet of Things: A Technical Primer,” Deloitte Insights (February 2018).
2 Michael E. Raynor and Mark Cotteleer, The more things change: Value creation,

value capture, and the Internet of
Things, Deloitte University Press (July 27, 2015). View in article.
3 Jim Eckenrode, The derivative effect: How financial services can make IoT technology pay off The Internet of
Things in the financial services industry, Deloitte University Press (October 13, 2015). View in article.
4 Deloitte analysis; Airbus, “Airbus moves forward with its “factory of the future” concept,” accessed October 12,
2017; IoT Agenda, “ How IoT will change auto insurance,” accessed October 17, 2017; Andrew Meola, “Automotive
industry trends: IoT connected smart cars & vehicles,” Business Insider (December 20, 2016); other analyst
reports. View in article
5 Surabhi Kejriwal and Saurabh Mahajan, Smart buildings: How IoT technology aims to add value for real estate
companies, Deloitte University Press (April 19, 2016). View in article.
6 The elements of each stage of the IVC in Figure 1 are presented for illustrative purposes. View in article.
7 Ibid.
8 Jenny Lai, Anderson Chow, Carrie Liu and Chi Tsang, The industrial Internet of Things, HSBC Global Research
(November 2016), p. 14. View in article.
9 Statista, “Internet of Things (IoT) connected devices installed base worldwide from 2015 to 2025 (in billions),”
accessed November 1, 2017. View in article.
10 Lai, Chow, Liu, and Tsang, The industrial Internet of Things, p. 14. View in article.
11 Ibid, p. 8 and p. 13.
12 Ibid, p. 14.
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The prevailing view may be that cybersecurity is highly technical and should be left to those
who are willing to understand all the technicalities and complexities. Reality suggests, however,
that it is not quite so straightforward – we are all now totally dependent on internet-based
technology, and so cybersecurity threats have become pervasive.
Part of this increased dependence is because of the current Covid-19 situation; many now have
to work away from the office. As a result, home systems are in the front line. This development
represents an additional cybersecurity risk. At a minimum, we need an elementary
understanding of why cybersecurity matters so that we can protect ourselves, our businesses or
organizations and our families.
The all-pervasive impact of the cyberworld, the need to feel secure in that world and the
diverse range of interests involved is why three books are the subject of this issue’s book
review: A Leader's Guide to Cybersecurity, Cybersecurity and Cyberwar and Cybersecurity
(HBR).
A Leader's Guide to Cybersecurity – Why Boards Need to Lead – and How to Do It (197 pages or
5 hours 48 minutes listening) is for those interested in the subject from the perspective of a
board member, someone who needs to assess the situation facing an organization and act
accordingly. The authors, Thomas J. Parenty and Jack J. Domet, are well-experienced in
cybersecurity, having advised many multi-national corporations throughout the world for
several years.
The book is well-structured and successfully avoids becoming overly technical. The authors
provide a workable framework, complete with tools, best practices and strategies for board
members, executive leadership and cybersecurity teams. This publication refrains from simply
delegating responsibility for cybersecurity to specialized individual teams and groups, instead
providing well-considered guidance on how to protect an organization from the top.
The second publication, Cybersecurity and Cyberwar – What Everyone Needs to Know (224
pages or 11 hours 29 minutes listening), is for those who would like to improve their knowledge
of a wide range of cybersecurity topics. Author P.W. Singer and cyber expert Allan Friedman
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have structured the content into three major sections: “How It All Works,” “Why It Matters”
and “What Can We Do?”. The Q & A format for each topic within each section, delivered in a
conversational tone, may appeal to some and not to others. It would likely have a greater
benefit for those who are interested in cybersecurity from a more technical perspective and
who wish to ensure that they have a good understanding of many cybersecurity topics.
The third publication, Cybersecurity – The Insights You Need from Harvard Business Review (176
pages or 2 hours 56 minutes listening) is a collection of 14 well-crafted articles that cover
cybersecurity topics that include: trends, boards, executives, employees, customers, countries
and artificial intelligence. This publication would be more likely to appeal to those who already
have an initial awareness of cybersecurity and who wish to improve their knowledge at a
deeper level in specific areas.
A Closer Look
When you compare these three publications, the unique features of each become more
apparent.
A Leader's Guide to Cybersecurity
“Only by starting with critical business activities, not cybersecurity technologies, will your
company know which cybersecurity products to buy and which activities to undertake.”
After making their views clear in the introduction, “Digital Stewardship,” the authors take the
reader through: Part One – The Problems (Misleading Platitudes, Hidden Dynamics, Misguided
Voices); Part Two – The Principles (If You Don’t Understand It, They Didn’t Explain It, It Is the
Business at Risk, Make Cybersecurity Mainstream, Engage Motivation); and Part Three – The
Responsibilities (Manage Cyber Risks, Fortify the Company, Lead in Crisis).
Part Four – The Aides provides a detailed work plan, based on Part Three, and requires
documentation of the details of the Inquiry (necessary information), Rationale (role the inquiry
plays), Evidence (examples and descriptions) and Oversight (action to take) of a cybersecurity
approach for an organization.
Cybersecurity and Cyberwar
“What makes the Internet distinct from prior communication networks like the old telegraphs
and then telephone networks, however, is that it is packet-switched instead of circuitswitched.”
The publication’s authors take a more detailed approach to cybersecurity (they define packetswitching later). The introduction continues with a description of cybersecurity and an
explanation from the authors’ perspective of why it really matters.
Part I – How It All Works gets into more technical detail, defining cyber space and the internet,
and explaining the rudimentary aspects of security, defence, vulnerabilities and the weakest
link – humans. Part II – Why It Matters explains various aspects of cybercrime, cyberterrorism,
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cyber counterterrorism and various aspects of cyberwar. Part III – What Can We Do floats
various options as to what can be done with all the cyber problems.
Cybersecurity (HBR)
“The fact is that these technologies are so mind-bogglingly complex that even the vendors who
create and know them best don’t fully understand their vulnerabilities.”
The 14 articles contributed by HBR authors place cybersecurity in sharp perspective. The
Introduction is clear on what a cybersecurity focus should be: “We’re All in This Now,” a
consistent theme shared with the earlier two publications. The first article (#1), “Internet
Insecurity,” is sobering. “If your mission-critical systems are digital and connected, they can
never be made fully safe.”
The articles continue with cybersecurity statistics (#2), the need to bring many boards and
executives up to speed (#3-#5) and also employees (#6-#8), what to do if there is a data breach
(#9) and hacking back (#10). When a breach happens, customer trust becomes a core concern
(#11), particularly in the context of privacy (#12). The last two articles address what can be
done when trade and cybersecurity overlap (#13) and looking at the potential role of artificial
intelligence in cybersecurity (#14).
Each of the three publications has much to offer and, as we have seen, each one approaches
cybersecurity differently.
Summary
A Leader's Guide to Cybersecurity. The high-level focus and comprehensive content will appeal
to those who are looking for excellent quality, non-technical content on cybersecurity. This
publication acts as a reference source to help readers explain cybersecurity to others in such a
way that the strategic message will be clearly understood. For example:
Cybersecurity is about business risks, not technology risks: “In our experience in consulting with
clients across the globe, the core reason why the billions and billions of dollars spent on
cybersecurity haven’t made a difference to date is that the central focus of cybersecurity has
been, and continues to be, on technology – mainly, computers and infrastructure, and their
vulnerabilities – instead of the business risks to a company’s operations.”
As a bonus, readers can use the material to develop a practical approach to cybersecurity for
organizations, one that can be initiated at the board level.
Cybersecurity and Cyberwar does not hold back when addressing a broad range of technical
topics. Readers may have been curious about some cybersecurity topics but never really looked
into them, but now they can. For example:
The danger of “zero day” attacks: “An attack that exploits a previously unknown vulnerability is
known as a ‘zero day.’ The term comes from the notion that the attacks take place on the
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zeroth day of the awareness that the rest of the world has of these vulnerabilities and thus
before a patch to fix it.”
The relaxed and easy-going narrative moves effortlessly from one topic to the next, periodically
raising questions about what could or should be done. Nevertheless, with this in mind, the
publication may be a limited resource when it comes to practical implementation.
Cybersecurity from Harvard Business Review covers a relatively small number of cybersecurity
topics. Nevertheless, the collection of articles goes into comprehensive, well-written detail
with some interesting insights. For example:
Limitations of established cybersecurity approaches: “Cyber hygiene is effective against run-ofthe-mill automated probes and amateurish hackers, but not so in addressing the growing
number of targeted and persistent threats to critical assets posed by sophisticated
adversaries.”
The various issues covered are current and relevant, whether for today or tomorrow. All articles
are essential reading if you need a detailed understanding of the topics covered.
A Sobering Thought
After reading or listening to any of the above publications, it is likely that security alert updates
appearing on your screen will now be dealt with immediately!
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